Case 3:21-cr-00089-BJB-RSE  Document 77  Filed 11/26/22 Page 1 of 35 PagelD #:

N

A W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

390
Vol une 1, Page 1

UNI TED STATES DI STRI CT COURT
VESTERN DI STRI CT OF KENTUCKY
LOUI SVI LLE Di VI SI ON

UNI TED STATES OF AMERI CA, ) Case No. 3:21-CR-00089-BJB
)
Plaintiff, )
)
V. )
)
SALVADOR ABDUL JONES )
) Cct ober 4, 2022

Def endant . ) Loui svill e, Kentucky

* * * * *

VOLUME |
TRANSCRI PT OF TESTI MONY OF DETECTI VE TI M O DANI EL
AT JURY TRI AL
BEFORE HONORABLE BENJAM N J. BEATON
UNI TED STATES DI STRI CT JUDGE

* * * * *

APPEARANCES:
For United States: Alicia P. Gonez
Emly Lantz
US. Attorney's Ofice
717 West Broadway
Louisville, KY 40202
For Def endant: Patrick J. Renn

Smith & Hel man
600 WMain Street, Suite 100
Louisville, KY 40202

[ Def endant present. ]

Rebecca S. Boyd, RWVR, CRR
Oficial Court Reporter
232 U.S. Courthouse
Loui sville, KY 40202
(502) 625-3777

Proceedi ngs recorded by nechani cal stenography, transcript
produced by conputer




Case 3:21-cr-00089-BJB-RSE  Document 77  Filed 11/26/22 Page 2 of 35 PagelD #:

N

A W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

391

C Daniel - Direct Vol ure 1, Page 2

(Begin proceedings in open court at 2:34 p.m Jury

THE COURT: Al right. Wlcone back. M. Gonez.
M5. GOMEZ: Yes, Your Honor. United States calls
Ti not hy O Dani el .
(DETECTIVE TIM O DANI EL, called by the Governnent, sworn.)
DI RECT EXAM NATI ON
BY M5. GOVEZ:
Q WII you please introduce yourself to the jury by telling

t hem your nane?

A. Yeah. | amTim O Daniel --
Q kay.
AL -- with the Louisville Metro Police Departnent.

Q Okay. And you indicated you' re enployed by the Louisville
Metro Police Departnment. How | ong have you been enpl oyed by
LMPD?

A. Yes, ma'am |'ve been there approximately -- alnost 12
years.

Q Okay. And what -- where are you assigned?

A I'mcurrently assigned to the digital forensics unit.

Q Okay. Wiat is the digital forensics unit?

A So part of this, | was assigned to the hom cide unit, and
ran kind of a de facto digital forensic unit. W were
established |last year. And what it isis we also -- we do -- we

do take physical cell phones, but we also do cell site analysis
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using cell phone nunbers. W also will serve search warrants

and subpoenas to Facebook and soci al networking, Google and

Appl e.
Q Okay. And what is your title within the digital forensics

uni t?
A. | ama detective.
Q Okay. And -- so in this case, did you receive sone search

warrant returns on two cell phone nunbers and process those?

A Yes, | did.

Q Okay. Tell nme, how do you do that?

A.  So what happens at the Louisville Metro Police Departnment is
a detective will draft a search warrant based on his

i nvestigation, his or her investigation, and -- to an
appropriate conpany.

In this case, with a cell phone nunber, wi thout having the
actual physical cell phone, we can actually get subscri ber
information, location information, and kind of |ike a beefed-up
version of your cell phone records but with |ocation
i nformati on.

That's all applied for in a search warrant. The detective
will bring it to the Court. The Court will allowit, and then
soneone fromLMPD will serve either T-Mobile, Verizon or AT&T
with a search warrant, and the search warrant will be
provided -- or the returns will be provided to LMPD.

Q By returns, what do you nean by that?
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A If I could -- if I could use ny -- | actually nade a
Power Point, but if | could use -- so there is a -- so when they

serve LM -- or when LMPD serves T-Mobile, for exanple, in this
case, they will give -- or return a giant Excel spreadsheet,
basically, and it will have incom ng and outconming calls, the
date and tine of the incom ng and outcom ng calls, |ocation
information, and also the duration of the call and the cell site
that the device was using.

Q Can | showyou -- I'd like to show you Governnent's Exhi bit

40A and 40B, and tell nme if you recognize what these are. This

is 40A
Yes.
Q Do you recogni ze what that is?
A.  Yes.
Q Gkay. And 40B.
A.  Yes.
Q You recognize that? GCkay. Wiat is in those exhibits that
we've just -- before | show themto the jury.
A. Ckay. So -- yeah. So these are the actual returns, what |

was tal king about. So the detective has served, for exanple, in
this case, T-Mobile wth the search warrant, and T-Mbile has a
massi ve | egal departnment. Well, a good-sized |egal departnent
where they will process hundreds and thousands of these types of
search warrants every year.

They provide back a standard report from-- fromtheir
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network, and that's what this is. This is -- this is the actual
return of the search warrant or the things that were asked for
in the search warrant.

Q Okay. Are the things on the screen, Governnent's Exhibits
40A and 40B, these docunents that we're seeing, do they fairly
and accurately depict what was the search warrant returns in
this case?

A, Yes, ma' am

M5. GOVEZ: Ckay. | would nove to introduce
Governnent's Exhibits 40A and 40B

MR. RENN. (bjection. No foundation, Your Honor.

THE COURT: Go to headphones, pl ease.

(Bench conference on the record.)

THE COURT: \What el se do you think he should have
testified to?

MR. RENN.  Your Honor, according to the information on
40A, it shows that the requester of the information was Thonas
Hod -- Hodgkins, and | guess he is the one that received these
records pursuant to a search warrant.

Again, there's no -- been foundation that the warrant was
executed, who executed the warrant, who received these records.
All we knowis he ultimately received these.

THE COURT: Al right. M. Gonez, do you think you
could ask himif he could explain how these records cane to be,

and why he understands what they say?
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M5. GOVEZ: | can absolutely do that, Judge.

THE COURT: Okay. Anything else you anticipate taking
obj ection wth?

MR. RENN. There is going to be an issue with this
witness, | believe, and it's going to be a Bullcom ng problem

This witness is ultimately going to be tal ki ng about cel
tower and pinging of a cell tower. Wien | reviewed this in
anticipation of this case, there is an e-mail to this particul ar
witness, and it's froma conpany Zet X TRAX. It appears they're
the ones that did the mapping here, not this witness. So under
Bul l comng, it would be inproper for this witness to tal k about
what soneone el se did.

M5. GOVEZ: Judge, | don't expect that that's going to
be the case. He prepared the PowerPoint presentation. He's
going to be showing the jury explaining the cell phone napping
and t he pings.

THE COURT: And is he going to explain why it is he
knows the information he's tal king about?

M5. GOVEZ: Yes, Your Honor.

THE COURT: COkay. Al right. Well, if you have a
specific objection later, you can take it up, but for now, let's
just ask questions that denonstrate why he's conpetent to
di scuss these records, and we'll go fromthere.

(End of bench conference.)

BY MS. GOMEZ:
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Q Detective O Daniel, before we go into the records. How do

you -- how did you receive the records in this case?
A. | was given these records by the | ead detective, Detective
Dean

Q Okay. And, to your know edge, are they the records that
were received pursuant to a search warrant?
A Yes.

M5. GOVEZ: Your Honor, | would nove to introduce
Governnent's Exhibits 40A and 40B

MR. RENN. Same obj ection, Your Honor.

THE COURT: Sir, | guess, what's -- could you just
explain, if it's easy, what's the relationship between Dean, who
you nentioned, and Hodgki ns, whose name is on the records?

A. Yes, sir. So at the time, there was a -- there was a unit
that would just send this stuff off, and it was really just for
billing information. Because these records cost noney, every
time that we send one in.

Wien we received it back, | guess | would assune that
Hodgki ns sent it to Dean, and then Dean would send it -- Dean
sent it to ne.

BY Ms. GOMVEZ:

Q Ckay.

A So that's how | cane to be involved in the historical part
of these -- of the search warrant.

Q I's Thomas Hodgki ns an individual enployed by LMPD?
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A. He is, yes.
Q Okay. |Is he generally who received the records?
A. H mor soneone in that unit, yes.
Q Okay. And then is it comon practice that they be provided
to the detective who got the search warrant signed for the
records?
A. To -- yes. To the best of ny ability, yeah. | nean, that's
from-- they would -- would receive it, and then they would send
it out to whoever the lead investigator is on that -- on that

case or who initiated the search warrant or wote the search

warr ant .
Q Are these cert -- were those records certified?
AL One -- one -- | don't -- 1 don't recall if the -- if the

T- Mobbi | e ones were or not.
Q Okay. But they were received pursuant to a search warrant?
A.  Yes.

M5. GOVEZ: Ckay. Your Honor, | would nove to
i ntroduce CGovernnent's Exhibit 40A and 40B.

MR. RENN. Same obj ecti on.

THE COURT: Okay. |1'Ill overrule the objection and
allow these in, but | think you should really tailor your
questions to what -- his role in this, and how he knows what
he's testifying to. Okay?

M5. GOVEZ: Yes, Your Honor.

(Governnment Exhibits 40A and 40B admitted in
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evi dence.)

BY M5. GOVEZ:

Q Okay. So you received these records. Explain what it is
that you get out of these records.

A. So if your -- or these -- if you --

Q And, actually, I"'msorry. Let ne take that back. Before we
go into that.

A.  Yes.

Q How many records would you say you have reviewed in the
past ?

A. OCh. 1've been doing this job since around 2018, so

t housands.

Q Okay. And what do you normally do with the records?

A.  So now what happens is the detective -- and in this case,
the detective will send ne the records. | take the records and
ingest theminto a software that we use is -- and if we're -- if

you're | ooking at these records, and if you go a little farther
off tothe -- tothe right, it will have cell site information,
and this software reads the actual cell site |location, and,
basically, these records are your -- your device's interactions
with those cell sites.

Q GCay. And you indicated that you put -- you, essentially,
put these records inside of a software; is that correct?

A Yes.

Q Okay. Are you trained in using that software?
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A. | am Yeah. So |'ve taken a 40-hour basic course, a
40- hour subject matter expert course through the conpany that we
use to -- to provide this information. Not only that. |[|'ve
done forensic exam nations of cell site analysis and other --
ot her | aw enforcenent investigative courses used for cell site
anal ysi s.
Q Ckay. How nmany tinmes would you say you have used this
software by putting in cell phone records into it and ingesting,
essentially, the PowerPoint-type product you are going to be
showi ng the jury?
A.  Hundreds of tines.

M5. GOVEZ: | would like to publish Governnent's
Exhi bit Nunber 40A.

THE COURT: Ckay.
BY M5. GOVEZ:
Q Okay. |If you could explain to the jury what they are
| ooking at here. You talked a little bit about the records, but
if you could explain what they' re | ooking at.

A. So this is the response from T-Mbile. Cbviously, the top

is self-explanatory. These were the -- the information was
provi ded on May 20, 20 -- 2021, in response to a search warrant
for the target nunber, which is that, if I can -- | think | can
do this.

Q Yes.

A.  You see the (615) 351-3671. This was the -- the nunber the
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search warrant -- or | believe that the search warrant was
witten for, and those -- and if you keep on going down to the

next sentence.
T-Mobil e provides these records in a date that they receive
it but also what they call Universal Coordinated -- or Universal

Ti me Coordi nated or Coordi nated Universal Tine, which is

ot herwi se known as Prine Meridian Tinme, Geenwich Mean Tinme. In
the -- in the mlitary, we called it Zulu tine.
It's just -- it's a standard that a | ot of conpanies use so

that they don't have to adjust for the difference between
Louisville Metro Police Departnent and, for exanple, Paducah
Pol i ce Departnent, because we're on two different tine zones.
So they provide these records back in the standard tine zone.
And if | can delete that.

Q And we can see here on this page that this is one of one

t housand four hundred eighty-five; is that correct?

A.  Yes.

Q So are -- these records, you had indicated, generally, when
recei ved back, are pretty vol um nous?

A. They are -- yeah. They are very |arge.

Q Okay. So you indicated that you received the records for
t hi s phone nunber here, the (615) 351-3671; is that correct?
A Yes.

Q Gay. And what did you do once you received these records

in this case?
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A. So, again, | take this -- this is provided in an Excel-type

format, and | take themand | ingest theminto our software, and
our software will spit out what's a -- what is a KMZ or it's
a--it'sazlPfile of a Google Earth mapped | ocation, and --
yeah.

Q And did you prepare a presentation today of the records --
usi ng those records provided by T-Mobil e?

A, Yes, ma' am

Q Okay. And just to be clear. Was this a presentation you
created yoursel f?

A.  Yes.

Q Okay. Using the software that you' ve been trained on?

A.  Yes.
M5. GOVEZ: Ckay. Your Honor, | would nove --
BY M5. GOVEZ:
Q And the information that's in the records -- or in this

presentation, does it fairly and accurately depict what you did
with these records?
A Yes.

M5. GOVEZ: Your Honor, | would nove to introduce
Governnment's Exhibit 41 and allow the wit -- publish -- allow
for it to be published, and for the wtness to be able to show
it tothe jury.

MR. RENN: Sanme objection, Your Honor.

THE COURT: Can you give M. Renn and ne copies of
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this presentation?
M5. GOVEZ: | have provided -- | have provided it

prior.

THE COURT: So it's in ny binder?

M5. GOVEZ: Yes, Your Honor. And | provided a zip --
a thunb drive as well with the entirety of the records and the
presentation. And slide nunber five, Your Honor, is
interactive, so it can only really be viewed on the thunb drive.

THE COURT: Can we go to headphones, please?

(Bench conference on the record.)

THE COURT: Al right. So |looking at 41. First slide
is just excerpts of what we've -- the type of record that
we've -- that | admtted and we've been discussing, right?

M5. GOMEZ: That's correct, Your Honor.

THE COURT: COkay. Wiat's the next slide?

M5. GOVEZ: The next slide is just -- it's just
phot ographs so the jury can understand that cell sites are
essentially everywhere. They're essentially hidden in the city
wi t hout us knowi ng they are placed at different locations. It's
just an exanple of where cell sites are |ocated.

THE COURT: Al right. M. Renn, do you have any
objection to this slide? | mean, I'massumng if you ask him
about it, you're going to nmake clear that these aren't
necessarily the cell sites he's tal king about, right? These are

purely --
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M5. GOVEZ: Exanpl es.

THE COURT: -- exanples?

M5. GOMEZ: That's correct, Your Honor.

MR. RENN. | understand, Your Honor. Yes. Thank you.

THE COURT: That's fine?

MR, RENN:  Yes.

THE COURT: Al right. Next slide. Wat do we have
her e?

M5. GOMEZ: This is what the returns | ook |ike for
t hem once he puts it in the software, Your Honor.

THE COURT: Tell nme in plain English what the software
does.

M5. GOVEZ: Essentially, when they are -- when they
get back the cell phone location information, the tower is set
up, not like a triangle, but it's sort of |like a slanted T. And
so it's split up into three quadrants, and so you can tell which
face of the tower the phone is using.

And so when they receive the records, this has the phone
nunber that was connected to, they can tell -- it says outgoing
voi ce, so they can tell fromthe records that it was a phone
call that was nmade to this nunber. The duration would be 12
m nut es.

Wth the tower that was used in the sector, that's how the
software is able to -- that's how the detective is able to | ook

at the -- fromthe software and know that it's correct, and he
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has actually -- he knows fromdoing this nultiple tinmes exactly
how it -- for exanple, in this case, there is a cell tower

directly outside of the defendant's house.

And so he has driven to sone of the cell towers, not all of
them and can know, essentially, the way the cell tower provides
that information. And then it tells you --

THE COURT: Hold on. He ran the data he got for a
warrant through a program whi ch produced an image |i ke the one
on the left of this sheet?

M5. GOMEZ: That's correct.

THE COURT: And he then recreated or corroborated or
what did he do in person?

M5. GOMEZ: He does what's called a drive test, not to
every cell site, but that he goes to see if there is a cell site
cl ose by.

THE COURT: C ose by what?

M5. GOMEZ: Cose to -- so the records are
indicating -- well, this -- this black dot on the -- on the
fourth slide is where the cell site is |ocated.

So he wants to nake sure that, obviously, it's accurate. So
that's why he | ooks at, okay, there is a cell site in this area.
But it provides, essentially, this radius, it's quite a big
radius, in terns of the -- what is provided.

THE COURT: So his testinony is that when he -- when

these two nunbers connected on this twel ve-second call, this was
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the area in which the target nunber woul d have been | ocat ed?

M5. GOVEZ: That's correct. |It's using that tower to
pl ace the call.

THE COURT: COkay. Wy can't he explain it in plain
English like we're talking about it now? |If this is his job,
and he does it all the tine, we're really not doing a great job
of connecting his know edge to the facts he was given, and to
expl ai n why he knows what he knows. |'mnot doubting that he

can, but | just think it's been quite confusing --

M5. GOVEZ: | think he's --
THE COURT: -- thus far.
M5. GOVEZ: -- used to using his PowerPoint to explain

it, Judge, and so | think that's what he's struggling with is
that, normally, he uses his PowerPoint to explain this.

THE COURT: Isn't this his PowerPoint?

M5. GOMEZ: This is.

THE COURT: Al right. So, M. Renn, | think on this
cell site analysis tab, | don't know if you have a specific
obj ection here, but to the extent he is able to say, you know,
"Here is the information we received. This is the depiction of
what | know to be true on the ground, and this is what |
t hrough this typical nethod, sort of derive fromit, and that's
what |'m showi ng here,” then that seens to be all right.

| don't want himto get up there and just say, "Ch, we know,

because here's what the program you know, spits out, and take
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my word for it," you know, but | don't think we're going to -- |
don't think we're headed there. So in light of what | said and
what she said, do you have a concern about this particular
slide?

MR. RENN:  Your Honor, |I'mnot sure about the slide,
but, again, 1've got an e-nail that was sent fromthe conpany,
it's a LexisNexis conpany, ZetX TRAX, and it says, "Hello,
Tinmothy O Daniel. TRAX was able to map the file CDR
medi ations,"” and that's what T-Mbile calls their data records,
and it has the nunber. You can view this on Google Earth map
here, and then you go to the downl oad.

So this is clearly saying that TRAX did it, and he nay say
he put it into the software, be he's being advised by the

conpany that they're the ones that was able to map this out.

And then they say sone of the rows fromthe file cannot be

mapped. "In order to fully map the cell sites and rows |isted
below, we'll need nore information from T-Mbile. You can
discard this e-mail if you do not need the rows |isted bel ow and
mapped. "

So, again, based on this e-mail, it seens very plain soneone

other than this witness did this PowerPoint or, you know, mapped
these -- mapped this information out.

THE COURT: And even if soneone el se was involved in
the creation of this inmage, if it represents what he knows and

nmet hods he can understand and apply, then what would the problem
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be?

MR, RENN.  Your Honor, and go --

THE COURT: Not just that sonmeone else put it
together, right? What's the m ssing informtion?

MR. RENN:.  No. [It's Bullcomng, Your Honor.

THE COURT: How does the holding of Bullcomng limt
his ability to present information that -- that he knows and
under st ands?

MR. RENN. In Bullcom ng, Your Honor, they sent a |ab
personnel who actually did not do the testing in to testify, and
the United States Suprene Court said that's not -- that's not
accurate. That's not enough. You have to have the person that
actually did the testing.

And here, it sure |looks like to nme that this Lexi sNexis
conpany was the one that was able to map these CDR nedi ati ons,
again, the call detail records fromT-Mbile. They' re sending
this e-nmail to this witness saying, "W were able to map it."

THE COURT: Al right. M. Gonez, |I'mconfident this
isn't the first time this has arisen. How do you normally --

M5, GOVEZ: Judge --

THE COURT: -- overcone an objection that, you know,
the witness on the stand isn't the one who actually conputed al
of this?

M5. GOVEZ: Judge, but he said he is who did it.

That's why | don't -- | don't --
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THE COURT: So what's your answer to this objection
that Renn is raising about LexisNexis having done it? Wat's
the difference here?

M5. GOMEZ: | nean, | think he can cross himon that.
You're saying that you nade it --

THE COURT: No, but --

M5. GOVEZ: -- or not, but it says that he nade -- he
made the --

THE COURT: It can't be true that both he did it and
Lexis did it, and, surely, that it's something conplinentary,
right? Not the exact sane day.

M5. GOVEZ: | have that Detective Dean gave himthe
raw data, and that he created this PowerPoint. So, | nean --

THE COURT: So what's this Lexis thing he's talking
about? Do you know?

M5. GOVEZ: Honestly, | provided the e-mails in
Jencks, but | don't -- | don't even know -- | didn't pay that
much attention to it, Judge. | provided the e-mails, but |
don't know even what he's tal king about.

And | didn't realize he was citing a case when he was sayi ng
Bul | something or other, | thought he was using a slang term so
| apologize. | didn't realize he was citing a case when he --

THE COURT: (Okay. The US Suprene Court deci sion about
the confrontation clause and DNA anal ysi s.

M5. GOVEZ: To the extent that a different map was
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cre -- | don't -- 1 don't have that, Judge. | don't -- |I'mnot
nmovi ng to i ntroduce sonet hing sonebody el se made. W
understanding is Detective O Daniel used the raw data and nade
this, Judge.

MR. RENN. But fromthe software provided by
Lexi sNexi s.

M5. GOMEZ: Fromthe software he is trained to use. |
don't --

THE COURT: Hold on. |If he used this software,
whether it's fromLexis or -- so it's TRAX? That's what --
you're tal king what we see here on the fourth slide?

MR. RENN. That is correct. Z-E-T, capital X, and
then TRAX, T-R-A-X

THE COURT: Ckay. |If he used this tool to create this
map, then there's no Bull com ng problem because you can
cross-exam ne himon how he used the data to produce this map or
these results, right?

MR. RENN. Again, all I -- I'"'mnot sure what he did,
but all | can say is this e-mail said TRAX was able to map, and
it gives the nunber --

THE COURT: Right.

MR RENN:  -- and the cell tower.

THE COURT: Look, if he didn't do any of the analysis,
then we may have a problem but she believes he did. In which

case, you can cross himon it.
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So let's use this PowerPoint, and, again, let's stick to
sort of what he knows and what he did, not from-- not what he
heard from soneone el se, and then you' |l have a chance to cross
himon it, and | think we'll be okay. Al right?

But let's just nmake very clear, clearer, hopefully, than he
has so far, what his role in using this information to create
this presentation is. GCkay?

M5. GOVEZ: Thank you, Your Honor.
THE COURT: All right.

(End of bench conference.)

BY M5. GOVEZ:
Q Detective ODaniel, this software -- and just so we're
clear, did you use the software to create what -- the Power Poi nt

we're about to see?

A Yes.

Q Okay. And what's the nane of the software you use?

A. So it's a product by LexisNexis, it's called TRAX, and what
it isis you take the actual -- the search warrant return, which
is that Excel file like I was tal king about, and you put it into
t he TRAX

And what it does is it helps you map but al so anal yze

those -- those records. It converts the records that were
provided in that -- that Universal Tinme Coordinated into Eastern
Time, depending on the tine of year. And in this case, | think

it was UTC -- we were UTC m nus four.
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But -- but it also -- it will provide what they -- what they
have as a cell site, an estimated | ocation for the -- for a
device using -- with -- with what it's -- with the cell site

that it's interacting with. Yes.
Q Okay. And, again, just to be clear, you used the records
you received fromthe search warrant return to i nput theminto
this software to get this presentation we're going to see?
A.  Yes. | was provided those records by Dean. Yes.
Q Okay. And you nade this presentation?
A Yes. Yes, | did. Yeah.

M5. GOMEZ: Your Honor, | would nove to introduce and
publ i sh Governnent's Exhibit 41.

MR. RENN. (bjection for the same reasons previously
st at ed.

THE COURT: (Okay. Let's admt this, but let's nove
through it nethodically. Okay?

M5. GOVEZ: Ckay.

M5. ALIC. W're frozen. Just a second. There we go.
BY M5. GOVEZ:
Q Okay. Al right. Wat are we |ooking at here?
AL So these are just -- | took a snippet of -- this is the
actual search warrant return, and there was -- this is a long --
the long formof what we just saw earlier.

This is, again, what we get back. This is provided on My

20, 2021. And if you go down, if you start fromthe left and go
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right, it will be the date that a conmunication was nade with
the target cell phone. And, again, the -- or the cell phone

nunber .

So the target cell phone nunber was this (615) 351-3671
The records were provided in UTC, and this is the date of this
call or text nessage, this is the date of -- or this -- |I'm
sorry. This is the time of that.

And, again, this is in -- excuse me. That -- that U -- that
UTC tine. So to get to Eastern Tine, you will -- typically,
what we do is we subtract four or five hours, and, in this case,
we subtracted four hours.

The -- if you would take this -- this line as an exanpl e,
this call was made on the 1st of April, 2021, at approximtely
0105 and 29 seconds, and the tine is in a 24-hour format simlar
tomlitary tine.

There is -- the duration of the call was 19 seconds. The
call type was nobile. Termnating, which is the device or the
phone nunber that we're -- that we're | ooking at received an
incomng call fromthat (615) 947-5291
Sorry.

Ch, yeah.
|"mtrying to help you. Are you talking about this --
Yes.

-- part in the record?

> O » O »>» O

Yeah. Right.
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Q Ckay.
A, So you can see that it received or it was -- it received an

incomng call fromthat nunber to our target nunber for 19
seconds. And if you go just further on, this is the -- just to
expl ain these records.

This is the IMSI, which is the international nobile
subscri ber identity, and, really, this is just a nunber for the
subscriber. [If you were to change phone nunbers, this nunber

woul d stay the sane.

Q \Were -- where was that nunber on there?

A I'msorry. It's -- it's right here on the --

Q kay.

A. This is what we would call the | MSI

Q kay.

A. And that's the actual subscriber nunber, and if | can
like --

Q I'Il delete it.

A. There you go. The IMEl is the actual -- for lack of a
better term it's the serial nunber for the phone that -- that
we -- that was requested.

So the detective will request a search warrant on the phone
nunmber and then get all this information back, the IMSI, the
| MElI, which is the actual type of phone, and he can | ook up --
or he or she can | ook up the actual type of phone.

And then if we get -- if you nove a little further down, we
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start tal king about the actual cell site ID, the sector of the
cell site, and the latitude -- longitude and | atitude of cel

site. And this is where the software derives its | ocation

information from So if | can go -- well --

Q Want to go forward?

A. So -- yeah. Can |?

Q kay.

A. Yeah. If |I can go forward, | can -- and clear it.
Q (Go one nore?

A. No. That's -- that's fine.

Q kay.

A. That's fine where --

Q kay.

A. Just -- just right there. So when you -- when your phone or

your nobil e device receives or nmakes an outgoi ng phone call or a

text nessage or data, it connects to what's generally known as a

cell site. Some people call it a cell tower, and this is the
ol d school kind of cell tower where these -- there's these
gi ant, massive things, these giant, nmassive towers with -- with

all these radio antennas on it, but, really, a cell site could
be the side of a building, a street post and anot her street
post, and --

Q And just so we're clear, these are just exanples, these
aren't the cell sites in this case; is that --

A. Yes, ma' am
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Q -- correct?
A.  Yeah. These are -- these are pure exanpl es of sonething
that |'ve observed, and then it nmakes it easier to explain how a
cell phone connects to a cell site.

So when you -- for exanple, when you nake a phone call, your
cell site -- your cell phone interacts with that cell fight --
cell site. And these cell sites, years ago, used to be these
giant towers. Well, now, they're virtually everywhere. They're
on -- are on the side of buildings. They're on the street
post s.

And as cell phones beconme nore common, and nore data is
shuffl ed through cell phones, and all this information is

provi ded, they need nore towers or they need nore cell sites to

provide this information.

And so what happens is if you nake a phone call -- let's say
you're in Shepherdsville, and you're comng to the federal
courthouse. Wen you nmake a phone call, your phone is not going

to reach out to the cell site closest to the federal courthouse,

it's going to reach out to the cell site that it is closest to

you,

weat

and

maybe.
And it may -- it may reach out -- depending on geography and
her, but it may reach out to a cell site in Shepherdsville,

then you will -- as you're -- as you're driving in, you wll

make handoffs.

And the sane thing goes with receiving a phone call. Wen
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sonmeone calls you, it goes to the site that's -- that's somewhat
closest to them It goes through T-Mbile's network, for

exanpl e, and they find you on wherever you're at, and then they

send you the phone call, and it happens very, very, very
qui ckl y.
And that's what we're | ooking at when we see -- excuse ne.

This information is that T-Mbile is saying that it used this
cell site at this location, and this is the address of the -- of
the cell site. And so that's what Lexi sNexis, the TRAX
software, will use to derive that |ocation information.

THE COURT: So may | ask?
A. Yes, Your Honor.

THE COURT: The site IDis just a |label for the tower,
right?
A.  Yes. Yes, Your Honor.

THE COURT: The first thing you circled?

A Yes.

THE COURT: The second thing you' ve circled, those two
colums --
A Is --

THE COURT: -- first tower lat and long, that is sone
sort of locational designation, like -- like |atitude and

| ongi tude or sonething like that --
A Yes.

THE COURT: -- but they're on a map, right?
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A. Yes, Your Honor.

THE COURT: And then the first tower address is the
street address where that nunbered tower is found --
A Yes, Your --

THE COURT: ~-- right?
A. Yes, Your Honor.

THE COURT: And so how is that phone call
associ ated -- how do you know that phone call is associated with
that tower site?
A.  Through the T-Mbile records. So T-Mbile is saying that
this -- this phone call was used as the cell site ID. That was
25778. | will take these records, ingest theminto the
Lexi sNexi s software, and then to corroborate this -- this
information, | will use -- the Departnent of Justice has a --
actually, it has a website that you go to to | ook up these cell
sites to see the sectors and to see the actual |ocation
information for them

THE COURT: Al right. | don't want to highjack this,
but can you just wal k through his role in sorting this out, and
what you may or may not know fromit?

M5. GOVEZ: Yes.
BY M5. GOVEZ:
Q So tell us, when you're looking at this, exactly as the
Court just said, you get -- we saw that the cell phone records

really were over 1,000 pages; is that correct?
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A.  Yes.

Q And then you put that in the software, and does the software
use -- you indicated that this is the cell site tower; is that
correct?

A.  Yes.

Q And then that these are the latitude and | ongitude

coordi nates for where that tower is?

A.  Yes.

Q And then this right here, this physical address there is
actually where the cell tower is |ocated?

A. Yes. That's the address --

Q kay.

A. -- of the cell tower.

Q And you can look that up on a website, you indicated, to
verify that that's where the tower is |ocated?

A.  Yes.

Q And you could also drive there; is that correct?

A.  Yes.

Q Okay. And so when you receive these records that has --
that have this information, the date, the duration of the call,
t he phone nunber that made the call or received it, and the
towers, what do you then do with that information?

A. So | take the information and |I ingest it into the software.
Q Cay. And we have another portion here at the bottom \Wat

is that that we're | ooking at?
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AL So -- sothis is one -- one part of the actual search
warrant return was the actual -- the -- what they call -- the

call detail records. This other part down at the bottomis the
subscri ber information provided by T-Mbile.

And in this case, you can see that, you know, the subscri ber
nanme, which can be whatever the subscriber either signed up for,
who is on the account, the account details, which, typically,
wi |l provide sonmeone's nanme, and the account nunber, the account
effective date, the type of phone. So if you see the account
name and nunber and effective date the account -- or the actual
phone nodel, which is -- in this case, was the Apple i Phone SE2.

The ICCIDis the SIMcard serial nunber. The IMSI, again
is the subscriber information. The MSISDN is, essentially, the
phone nunber, and then the device information is the | Ml
Q Okay. So you indicated -- once you put it in, what does the
product -- what does it | ook |like once you put in this -- these
records for the systemto process, the software to process?

A. Yeah. So I'll take these records. Again, |I'Il ingest them
into this software. The software will produce a Google Earth
file. And what we do is we -- we wll take the Google Earth
file, and then we'll analyze the |ocation data fromthe actual
Googl e Earth file using -- using this -- these -- these -- the
product of Lexi sNexis.

Q ay. And does the Goo --

THE COURT: Well, hold on. What's a Google Earth
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file?
A It'sa--it'saKM-- it's aKWM file. Sorry. It's a KM
file.
THE COURT: \What's a KML file?
A Soit's -- it is -- it uses Google Earth Pro, and what you

can see is --
BY M5. GOVEZ:
Q Wiat is Google Earth Pro?
A. (Google Earth Pro is a program-- to the best of ny
know edge, is a program put on by Google, and you can see
satellite images and street-level views of specific addresses,
states, and, in this case -- or, typically, what | work with is
Loui svill e and the surroundi ng areas.

THE COURT: Is it just a map or is it spitting out
pl aces on the map? Does that nake sense? Are you taking data
and just putting it inamp or is it telling you -- is it
processing infornmation?
AL So it's -- it is spitting out the nmap as the base | ayer, and
then this -- this information fromT-Mbile will be |layered on
top of that using the | ocation infornmation.

So -- and it is a-- it is a point where -- like, the way |
believe that TRAX works is they -- they take this l[ocation
information, it plots it, and then it goes on the specific
sector of the cell site, and then --

MR RENN:. And I'mgoing to object to all this.
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THE COURT: Al right. Let's go back to headphones.
(Bench conference on the record.)

THE COURT: Are you going to ask this guy anything
el se besi des the TRAX progranf?

M5. GOVEZ: Judge, | just want himto be able to play
the cell -- the physical cell phone pings he got here and show
where they showed.

THE COURT: What do you nean play it?

M5. GOMEZ: It's a PowerPoint that will show the
di fferent | ocation pings.

THE COURT: | think we should press pause and let this
guy -- | nean, | would -- if you want to cross hi mnow, you can,
but | would rather just pause, and then when it's time for a
break, have this guy take the stand, and we can just talk in
pl ain English outside the earshot of the jury about what he
knows and what he doesn't know.

But sone of this is very hazy, and | don't think I'"'min a
position yet to rule one way or another on the adm ssibility or
obj ections wi thout hearing, in nore detail, what he knows and

what he doesn't know, and how this all operates.

And -- and then I don't know where -- we could take a break
and do that now or we could just nove -- nove on and cone back
to him W' ve been going, | don't know, only about 35 m nutes
or so, but I just -- I don't think I"'min a position right now

to give you a thunbs up or thunbs down on this, and |'m nervous
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about exploring it in front of the jury.

M5, GOVEZ: Judge --

THE COURT: And | think M. Renn is wor -- has the
same concern.

M5. GOMEZ: | would ask that we take a break.
Detective O Daniel is out of town, so | have to -- it's kind of
an odd tine to put himon. (Qobviously, he's out of order, but he
is going out of town, which is why I had to put himon today.

MR. RENN.  Your Honor, | would object to doing
anything that is going to change where we are right now. Like
any other witness that gets flustered and appears unsure, that's

what cross-exam nation is all about, and that's what this jury

is going to be determining. In fact --
THE COURT: Well, | don't think he's flustered. |
think what -- what I"'mtrying to do is understand your objection

and how it applies, and I'mnot totally clear on your objection
ei t her.

So that's fine, we can just take a break, |let themgo, and
then we can talk through this information out of the earshot of
the jury. GCkay?

MR, RENN. And, again, | would object to anybody
talking wth this witness. He is on direct exam nation, so |
don't think he is --

THE COURT: Ms. CGomez is not going to coach hi mduring

a break. kay?
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MR. RENN. And, again, the same way with us. Again, |
woul d object to talking through things. | think he needs to
continue his direct exam nation, and when the direct exam nation
is finished, then I would start ny cross-exam nation. | would
obj ect to any stoppage of that right now

THE COURT: No. | need to hear it fromout of the
earshot of the jury to know, with an informed basis, whether to
grant your no -- your objection or not.

(End of bench conference.)

THE COURT: Al right. As you-all can infer, we have
sonme things we need to talk through, and I don't want to waste
your time sitting here while the -- listening to the white
noise. So we're going to take what | hope will be a short
break. You guys can go back to the jury room use the restroom

It's alittle bit in advance of when we would, but that's
okay, because we'll be able to keep maki ng progress w thout you
just twiddling your thunbs. W' IlIl bring you back when we're
ready to nove on. Ckay? Thank you.

(Jury out 3:24 p.m)

CERTI FI CATE
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