ARIZONA HOUSE OF REPRESENTATIVES
Fifty-fifth Legislature - Second Regular Session

COMMITTEE ON COMMERCE

Report of Regular Meeting
Tuesday, January 11, 2022
House Hearing Room 3 -- 2 P.M. OR UPON ADJOURNMENT OF FLOOR
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R 1
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Adjourned 2:52 P.M. {~jL}- 22

Members Present Members Abhsent

Mr. Carter

Mr. Chéavez

M. Cook

Mr, Espinoza

Mr, Kaiser

Mrs, Liguori

Mr. Meza

Mr, Wilmeth

M. Chaplik, Vice-Chairman
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ARIZONA HOUSE OF REPRESENTATIVES
Fifty-fifth Legislature - Second Regular Session

REGULAR MEETING AGENDA

COMMITTEE ON COMMERCE

TIME 2 P.M. or Upon Adjourntment

DATE  Tuesday, January 11, 2022 ROOM HHR3
of Floor

Members of the public may access a livestream of the meeting here:
hitos://www.azles.govivideoplayer/?clientlD=6361 162879&eventID=202201 1006
Members:

Mr. Carter Mr. Kaiser Mr. Wilmeth

Mr, Cook Mrs. Liguori Mr. Chaplik, Vice-Chairman

Mr. Chévez Mr, Meza Mr, Weninger, Chairman

Mr. Espinoza

1. Call to Order
2, Introduction of Members & Staff
3 Presentation:
¢ Thomas MacLellan, Cybersecurity 101

4, Public Testimony
3. Adjourn

DF
01/04/2022

People with disabilities may request reasonable accommodations such as interpreters, alternative formats, or
assistance with physical accessibility., If you require accommodations, please contact the Chief Clerk's Office at

(602) 926-3032 or through Arizona Relay Service 7-1-1.
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Information Registered on the Request to Speak System

House Commerce (1/11/2022)

4, Public Testimony
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COMMITTEE ATTENDANCE RECORD

COMMITTEE ON COMMERCE
CHAIRMAN: Jeff Weninger VICE-CHAIRMAN: _Joseph Chaplik
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' Presentation to

Thomas Maclellan

Director

Government Affairs & Strategy
Palo Alto Networks

January 11, 2022
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Current and Emerging Threats

Ransomware
industrial Control System Attacks

e Supply Chain |
o Vulnerability Exploitation




Key Trends: 2021

$2.1M average $461K

ransocm demand average ransom i Ran SOmware
in 2021 paid in 202] | : Threat Report
$1IM $70M

highest ransom highest ransom

paid in 2021 demand in 2021

Quadruple Extortion on the Rise



Exagrid pays ww.m:. to Conti
M«Qaﬁa%ﬁaga ransomware attackers

Junel, 2021

Colonial Pipeline confirms it paid $4:4

Gua Em_umﬂ ransom to hacker gang after attack
May 20, 2021

Acer reportedly targeted with mwo
let million ransomware attack
March 22, 2023

wmncm_z Bose victim of ransomware attack
May 26, 2021

© 2022 Palo Alto Networks, Inc. All rights reserved, Proprietary and confidential information.

Meat m:vv_.m_. JBSIs ..._..m _.mﬂmmﬂ_
Company Hit With xm:moaémqm
Jun2,2021

_ummm_,ﬁw Wm:_a of Zm<< Nmm_m_..n
Investigates Um.nm Breach _
Jan T, 2021

Singtel hit by .ﬂ_..m-.m-vm_.ﬁ% vendor's -
security breach
Feb 11,2021




Unit 42: The Rise of Quadruple Extortion

|. Ransomware operators now commonly Lisé as fany as four technigues for pressuring

Encryption Data Theft Denial of Service Harassment
Victims pay to regain Hackers threatento  DoS attacks shut down Customers, business
access to encrypted release stolen data if victim'’s public partners, employees
data - ransomisunpaid = websitess -  andmediacontacted




Colonial Pipeline
MAY 2021

What Happened:

1. Gained access through =3
compromised VPN credentials Backup

2. Exfiltrated ~100GB of data before
encrypting some business systems

3. Company shut down 5500 miles
of pipeline as a precautionary

measure 1 I>

4. Company paid ~$4.4m ransom - " Infect, exfiltrate Demand ransom
& encrypt victim

5. DOJ Task Force recovered 85% of system

bitcoin / ~$2.3m
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Industrial Control Systems Attacks

Industrial control systems (ICS) are the physical
systems like pumps that underpin the functions
of critical infrastructure facilities like water,
electricity, even hospitals. Attacks against ICS
can have a kinetic impact in the real world.




ICS Attacks Can Have Real World Impact
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A Hacker Tried to Poison a Florida City's Water Supply, Officials Say

The attacker upped sodium hydroxide levels in the Oldsmar, Florida, water supply to extremely dangerous levels.
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,.-.mwgomwmio: of Known or Unknown Vulnerabilities

These are weaknesses in software or hardware
that may not be known to anyone but the
attacker, or a known vulnerability that an
organization has not patched or mitigated. This

can leave an organization’s network extremely
vulnerable.




Known Vulnerabilities

== ¥ v

CYBERSECURIY  {
& INFRASTRUCTURE
SECURITY AGENCY <)

£,

IKFRASTRGCIVRE  rov, DMERGENGY Sy MATIONALRISK ABOUT
13 erevemaonmy iy, STCURTY %M.@. commmicanons B! magoimr OO0 oo m Mool

KNOWN EXPLOITED VULNERABILITIES CATALOG

Davnioad CEV vt
Dowrioad 1500 version
Dirwiiasd JSON dchema
Tulrsgsibe Lo e Known Lplodtad Vulnerabolitics Calator Update Dulletin
Cack b previous page for X y 1 i
Al te
OF  NealsefProject  Produst oy, At CuvmDrte  totas
T g L2 Grurt L Deurmbe
- L) crlabezpur 39,3021
102 free Winernblty arafar
Instraciions.
e s [IeP Dvormios - —— wortr Desninr
2z It A fnstalier ANIL  benonibrenl el ot o, e aveitalaThy, Apababen e 13,2001
b Sratng. e
Wdrbeybary Inatroctions.
O Pl e M T Dvtbery PYLLEME L Injattionl it e 1,
P Inpection 16,2030 Jprimusssona/iams, or fnomgs anfitoms, wpdate s 202
Yima Vanammary sndor
Mt
e Ak o Anacha ol Srcn i . e ~esy w30,
3009, o ptates e 3053
awr Carcer Inpnctaon o
Viderabiiry P e
o - R - e S o
2015 [ 16,231 wosthe "toSON method. wpeathpar S0
somas Coda Cuiarigon e
nwnction.
O Embmenly CoAhcad Dugewbar 2. == Arply e 20,
. Enntie Cada 10,2011 pregram ic etnamealiy ket VpratHpas 0
T Fuscaion araciar
[
O tewen Rarra U Bl Dvervmbar Aty June
Tors Mtproper Priciers 10,701 ]
argumaa Juivess
Yttty Lo,
QxR Bt Sasm. Vo st hinact jucr: Bucumbar  Jiomy Senm 1Y i S - At
e BramZuambinCads SO,KIL KAt i s anatien Wpdate gt 027
wn - ptolted when Lie ava Securiey Wanage s 1 pragsesty omigurd. pramen
Jerstriaciona,
o unpe Comcmentiar FRTr e aopty TSTY
o pree Rty Waagee RO, 2031 rdmeatpar 0,
bty PDTeCT ALY wendee
St Tl lokily i
(v bahate Adrrun) oMol AGALTE Lot a;
. erscn ot 30,707 URACML A £ DHCH ALHIT WA Lfvaten e




Vulnerability Exploitation: Apache Log4j

paloalto < ouNITaz

Another Apache Log4j Vulnerability Is Actively
Exploited in the Wild (CVE-2021-44228)
(Updated Dec. 28)

This post is also avaitable In; 3% 18 Uapanese)

N
Executive Summary

On Dec 9, 2021, a remote code execution (RCE) vulnerability in Apache Logs) 2 was identified being exploited in

the wild, Public proof of cancept (PoC) code was released and sub. nt investipati led that explaitation

was incredibly casy to perform, By submitting a speciolly ¢rafted requast to avulnerable system, depending on
bow the system is configueed, an attacker is able to instruct that system to download and subsequently execute a

meficieore anulaad Phis to tha dicesnne nf thie avalni® ket fo sasant Shors e R v carerr hath o




Supply Chain Attacks

Supply chain attacks seek to damage an
organization by targeting less-secure
elements in the supply chain. It’s a “low and
slow” way for attackers to gain access to
organizations’ networks under the cover of 3
trusted source.




SolarWinds Software Supply Chain Attack - Timeline

2019 2021
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What Can You As Policymakers Do?

e Incentivize The Adoption of Best Practices and Standards.
e Support smaller governments and municipalities.

¢ Mandate Reporting of Ransomware and Other incidents.
e Understand the Threats.

¢ Understand What You’re Spending on Cybersecurity.

e Know What Your Attackers See.

e Ensure that Cybersecurity is a Core Function of Government.







