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Cybersecurity Lines of Effort

Governance Cybersecurity Advisory Committee

Cybersecurity Prevention Framework

Plans —— :
Significant Cyber Incident Response Plan

Intelligence and Analysis WA State Fusion Center (WSFC)

State Auditor’s Office Cybersecurity Audits

Vulnerability Assessments ) ) )
National Guard Cybersecurity Audits (CSAs)

Response Capabilities Cybersecurity Incident Response Team (CIRT)

Cybersecurity Risk Mitigation Funding | State and Local Cybersecurity Grant Program (SLCGP)
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Deliverables:

= EMC Annual Report

e Submitted annually to the Governor’s Office

= Annual State Cybersecurity Report

e Co-authored with WaTech

e Submitted annually to the Governor’s Office
and Legislature
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State of Cybersecurity Report Recommendations

* Develop a sustainable alternative to restore MS-ISAC capabilities and
statewide threat intelligence services.

* Fully operationalize the Cybersecurity Incident Response Team (CIRT).

* Continue and, if needed, replace SLCGP-type funding.
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