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Cyber Security For Public
Services Critical Infrastructure -
Best Practices . =~
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Agenda

= Why cyber security is important?

= Our lessons learnt

= |Industry Affiliations

= What are Industrial Control Systems (ICS)??
= Challenges with ICS cyber security

= Best Practices for ICS

. Q&A

AS0aC



16 Critical Infrastructure Sectors
inthe U.S.

Chemical

Government

Facilities Transportation
| Systems
\ N |

Water and
Wastewater
Systems

Food and
Agriculture

Healthcare and
Public Health |

Critical
Manufacturing

Financial
Services

e Communications

Ea InformationTephnoIogy

A/

Emergency
Services

Defense
Industrial Base

yd ‘ o) Nuclear Reactors,
Commercial | | | ‘I.Q.I’ Materials and
Facilities Waste
Society
ga rtner.com
i)‘2182?2 t?rrltlr:—e: Inc. All rights reserved. CTMKT_1641290 Ga rtner®

The Industries Most Affected
by Ransomware

Number of publicized ransomware attacks
worldwide by sector in 2021"

Government 47

35

33

Education

Healthcare

Services 28

27

Technology

22

Manufactu ring Total publicized

ransomware attacks YTD

244

Retail 13

®I

Finance

YoY change

2 +25%

* As of Nov 1, 2021
Source: Blackfog
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Our Experiences From Recent Projects

1. Pierce County (Vulnerability Assessment and Penetration Testing)
2. San Mateo County (Sheriffs Network Security)
3. 5G Network Security (Tier 1 Telecom Service Provider)

4. 5G Smart City Video Analytics Use-Case (R&D)
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What Are Industrial Control Systems (ICS)

———— Y

Industrial Control Systems (ICS) manage
how machines and machine processes in
Industrial setup work

Water Treatment Plants:
= Control Valves to shut-off/ switch on

= Chemical sensors (potability of water)
» Flow sensors & meters

= chlorine analyzers

and more which make the water safe for us to
drink and use




Why Do We Need Industrial Control Systems?

Benefits:

» Provide real-time data and remote
management

» Reduces downtime
= Provides operational efficiencies

Water treatment example:
= Ensure clean drinking water

= Ensure consistent delivery of water to
communities




Challenges In Securing Industrial Control Systems

* [egacy systems do not comply with modern security requirements

= Lack of security in engineering protocols (because these were never meant
to be on the IT network)

= Security updates affect operations and cause down-time
= Need to re-test engineering systems after upgrades

= |ack of standardized technology and equipment

= Critical Infrastructure is no longer air-gapped (IT & OT)
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