Department of Financial
Institutions - Update

Senate Business, Financial Services & Trade

Committee.
December 2, 2022

Drew Bouton, Director of Policy & Legislative Relations

Brian Guerard, Chief of Enforcement, Securities Division

7~



2022 Session

Washington State Legislature

_
Bill Information > HB 1899

Search for another bill or initiative:

1899 u Init_ jve 20212022 @ |Search
HB 1899 - 2021-22

Concerning confidentiality of certain data shared with the department of financial institu

Sponsors: Kirby, Vick, Graham, Young

By Request: Department of Financial Institutions

Go to documents...
Go to videos...

Bill History




HB 1899 Concerning confidentiality of
certain data shared with the department of
financial institutions

Already helping with joint investigations
with SEC.

'4 “Leading the way in consumer protection and financial services regulation.”
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Regulatory Guidance for Depository Institutions
On Providing Account Services to Money Services
Businesses

For many years certain money services business regulated by the Washington Department of Financial
Institutions have found they are categorically excluded from access to account services offered by financial
institutions.

These small money services businesses send remittances overseas to vulnerable areas of the world, where

poverty is widespread and for whom remittances form a large portion of the gross national product and serve a

humanitarian purpose.
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October 14, 2022

MSBs and Depositories
Dear Bank and Credit Union CEQOs,

For the better part of the past three years, the Department of Financial Institutions has engaged a
wide range of stakeholders in a conversation about derisking and its effects on small money
services businesses that serve immigrant communities in our state. We’ve spoken with
depository institutions, small businesses, other regulators, and state and federal legislators, all
with an eye toward finding a way forward so that these businesses, which are licensed and
regulated by this department, may be able to once again gain access to bank account services.

In the course of this conversation we’ve learned that small money transmitters serving immigrant
communities feel categorically excluded from access to account services, and that the result is
compromised public safety. We’ve also learned that existing regulatory guidance may lack
clarity and specificity to get Washington’s depository institutions comfortable with the idea of
providing account services, specifically foreign remittance, fo money transmitters serving
immigrant communities. This led us to engage in direct conversation with federal regulators
about how depositories could effectively comply with Bank Secrecy Act and Anti-Money
Laundering guidance and laws while providing accounts to money transmitters.
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Growth In The Financial
Services Sector

2019-2021

»Licenses of consumer loan companies
regulated under DFI Consumer Services
more than doubled - 4,705 to 11,263.

»Assets held by state chartered credit
unions increased from $57.3 to $78.5
billion.
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Financial Services Growth

» Licenses issued by the Division of
Securities increased by 26% over the
last decade.

Licensee Type | July 1, 2014 July 1, 2022 Percent of 2014 number | 2021 number | 2014 volume 2021 volume
Licensee Licensee Increase of of transactions of
Count Count transactions transactions transactions

Money 132 253 91.6% $6.6 billion $90.9 billion
Transmltter

3 of 132 50 of 253 1,567% Unknown 53,544,236 Unknown $32.0 billion
Currenc

Residential 491 924 86.2% 78,949 318,180 $19.8 billion 122.6 billion
Loan mortgage loans mortgage loans
Origination made made

9,677 23,206 140%
Originators

“Leading the way in consumer protection and financial services regulation.”
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Financial Services Growth

Licenses issued by the Division of Consumer
Services increased roughly double over the
last decade.

Licensee Type | July 1, 2014 July 1, 2022 Percent of 2014 number 2021 number 2014 volume 2021 volume
Licensee Licensee Increase of transactions | of transactions | transactions of transactions
Count Count

Money 132 253 91.6% $6.6 billion $90.9 billion
3 of 132 50 of 253 1,567% Unknown 53,544,236 Unknown $32.0 billion
Currenc

Residential 491 924 86.2% 78,949 318,180 $19.8 billion 122.6 billion
Loan mortgage loans mortgage loans

Origination made made

Licensed Loan [NY#4 23,206 140%

Originators
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Cybercrime
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National Cyber Awareness System = Alerts > Russian State-Sponsored and Criminal Cyber Threats to Critical Infrastructure

Alert (AA22-110A)

Russian State-Sponsored and Criminal Cyber Threats to Critical Infrastructure

Original release date: April 20, 2022 | Last revised: May 09, 2022
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Summary

The cybersecurity authorities of the United States[1][2][3], Australia[4], Canada[57 ], New Zealand[6], and the United
Kingdom([7][8] are releasing this joint Cybersecurity Advisory (CSA). The intent of this joint CSA is to warn organizations that

Actions critical infrastructure

Russia’s invasion of Ukraine could expose organizations both within and beyond the region to increased malicious cyber R .
organizations should implement to

activity. This activity may occur as a response to the unprecedented economic costs imposed on Russia as well as materiel immediately protect against Russian

support provided by the United States and U.S. allies and partners. state-sponsored and criminal cyber
threats:
« Patch all systems. Prioritize patching

known exploited vulnerabilities.

Evolving intelligence indicates that the Russian government is exploring options for potential cyberattacks (see the March
21,2022, Statement by U.S. President Biden for more information). Recent Russian state-sponsored cyber operations have

included distributed denial-of-service (DDoS) attacks, and older operations have included deployment of destructive

“Leading the way in consumer protection and financial services regulation.”




Questions?

Drew Bouton
drew.bouton@dfi.wa.gov

(360) 764-0659

Thank you.
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