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FEDERAL BUREAU OF INVESTIGATION
COMPUTER ANALYSIS RESPONSE TEAM
LOS ANGELES DIVISION

CART NOTES
Examiner: ITS-FE Andrew Jaung

UCFN: 290-LA-3280255

11000 Wilshire Blvd., Los Angeles, CA 90024 Submission ID: 238391

THIS DOCUMENT AND ITS CONTENTS ARE THE PROPERTY OF THE FEDERAL BUREAU OF INVESTIGATION.
DISTRIBUTION OF THIS DOCUMENT OR ITS CONTENTS IS STRICTLY PROHIBITED.

Case Agent: | Special Agent (SA) Justin Palmerton Phone:
Date Assigned: | 1/08/2021 ) .
, - . | IULIA ZHADKO; T PR
Legal Authority: | g_ -1 #e4 THe/SUD: | \ oy A PPP LOAN FRAUD

Received evidence items directly from Evidence Control Center (ECC) on 01/14/2021
at 15:45
Item # | QLA# Description
1B6 QLA1_AJ | Motorola Model XT1921-3, IME!: || 1206
1/14/2021 | AJ 1B8 QLA2 Al | Alcatel 4044T Go Flip
1B12 QLA3_AJ | Verizon SIM card #: || G0
1B14 QLa4_AJ | Verizon SIM card #: |GGG A 204
1B17 QLAS5_AJ | iPhone 11
1B18 QLA6_AJ | iPhone 7, Model A1660
Legal authority for all evidence items, signed on 11/03/2020 in the form of a Search
1/14/2021 | AJ | and Seizure Warrant, was reviewed and valid. Duration of review will be 120 days or
on 03/03/2021.
Powered up-1333 and -3017 workstations, Windows 10, 64-bit, passed
POST without error. Will use these workstations for work documented below unless
specifically noted otherwise.
1/19/2021 | AJ
Created a forensically prepared storage area on the LA-FO3 SAN: \\LA-
FO3\Cases05\AJ 290-LA-3280255 238391
[INSPECTION]
Inspected QLA1_AJ_1B6, a Motorola Model XT1921-3, IME!: || 1206-
QLA1_AJ 1B6 was clean with no distinctive markings. Power was not on. Back cover
QLA1 AJ_1B6 | 1/27/2021 | AJ | wasremoved from QLA1_AJ_ 1B6 to expose the internal components. Device was
not powered on.
[PHOTOS]
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This document and its contents are the property of the Federal Bureau of Investigation.

FEDERAL BUREAU OF INVESTIGATION
COMPUTER ANALYSIS RESPONSE TEAM

LOS ANGELES DIVISION
11000 Wilshire Blvd., Los Angeles, CA 90024 Submission ID: 238391

CART NOTES
Examiner: ITS-FE Andrew Jaung

UCFN: 290-LA-3280255

Distribution of this document or its contents is STRICTLY prohibited.

[IMAGE PROCESS]
Utilized Cellebrite Premium to conduct an Advanced Logical, File System, and

Physical extraction

QLA1 A) 1B6 | 2/1/2021 AJ | Utilized Cellebrite Physical Analyzer v7.38.0.51 to process the extraction.
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Case 2:20-cr-00579-SVW  Document 439-4
#:4951

LOS ANGELES DIVISION

11000 Wilshire Blvd., Los Angeles, CA 90024

This document and its contents are the property of the Federal Bureau of Investigation.
Distribution of this document or its contents is STRICTLY prohibited.

FEDERAL BUREAU OF INVESTIGATION
COMPUTER ANALYSIS RESPONSE TEAM

Filed 06/07/21

CART NOTES

Examiner: ITS-FE Andrew Jaung

Page 4 of 11 Page ID

UCFN: 290-LA-3280255

Submission ID:

238391

@ Genersta Repor

General

Security
Formatting

Table Sorting

Update report seftings

Universal_Android A...

| UFDR (For Cellebrite R...

Cellebrite UFED Reader report was generated

Report Dataset - Universal_Android Access

~| Time range filter
[ Only events between these dates

From:

] Include items without a timestamp

= Data types
Select/Deselect All

Applications (5459/5489)
Archives (96/36)

Audio (224/224)

Autofill (24/24)

Call Log (1500/1500)
Chats (2/2)
Configurations (164/164)
Contacts (444/444)
Cookies {168/168)
Databases (907/907)
Device Events (10/10)
Device Info (59/59)
Device Users (3/3)

| Preferences
9 Tags table (0/0)

| Calculate SHA-2 (256 bit) hash
Calculate MD5 (128 bit) hash
O Include translations

linclude known files
[ Include Malware scanner results
O Include Hash set results
[CJRedact all attachments

Documents (9/9}

Emails (316/318)

Images (21447/21447)

Installed Applications (766/766)
Instant Messages (12/12)
Passwords (639/639)
Text (13652/13652)

Uncategorized (23994/23994)
& User Accounts (25/25)

Videos (50/50)

Wireless Networks (3/3)

Tags only (0/0)
Include merged itams (analyzed data)
Include merged items (data files)
% Include Cellebrite Reader
Include source info indication
% Include enrichments / Review
[0 Hide extraction source indication
Include account package

Previous Next Finish Cancel

QLA2_AJ_1B8

[INSPECTION]

1/20/2021 | A

issues.

[PHOTOS]

Inspected QLA2_AJ_1B8, an Alcatel 4044T Go Flip. QLA2_AJ_1B8 was clean with no
distinctive markings. Power was not on. Back cover was removed from QLA2_AJ 1B8
to expose the internal components. Was unable to image device due to connectivity
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Case 2:20-cr-00579-SVW  Document 439-4
#:4952

FEDERAL BUREAU OF INVESTIGATION
COMPUTER ANALYSIS RESPONSE TEAM

LOS ANGELES DIVISION
11000 Wilshire Blvd., Los Angeles, CA 90024

Filed 06/07/21

CART NOTES

Page 50of 11 Page ID

Examiner: ITS-FE Andrew Jaung

UCFN: 290-LA-3280255

Submission ID: 238391

This document and its contents are the property of the Federal Bureau of Investigation.

Distribution of this document or its contents is STRICTLY prohibited.

QLA3 AJ 1B12

1/20/2021

Al

[INSPECTION]
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Case 2:20-cr-00579-SVW  Document 439-4  Filed 06/07/21 Page 6 of 11 Page ID
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FEDERAL BUREAU OF INVESTIGATION

CART NOTES

COMPUTER ANALYSIS RESPONSE TEAM Examiner: ITS-FE Andrew Jaung

LOS ANGELES DIVISION

UCFN: 290-LA-3280255

11000 Wilshire Blvd., Los Angeles, CA 90024 Submission ID: 238391

This document and its contents are the property of the Federal Bureau of Investigation.
Distribution of this document or its contents is STRICTLY prohibited.

Inspected QLA3_AJ_1B12, a Verizon SIM card #: || G247

[PHOTOS]

210-L4-328025F

SVIP 23339

N e
A3 43_iee |
Tata, As

[IMAGE PROCESS]
Utilized Cellebrite UFED v7.38.0.12 to conduct a SIM extraction

QLA3_AJ_1B12

1/20/2021

Al

Utilized Cellebrite Physical Analyzer v7.38.0.51 to process the extraction.
@ colaeesrin T o x

EXTRACTION SUMMARY

Extraction completed successfully

v ADODITIONAL EXTRACTIONS FINISH
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Page 7 of 11 Page ID

Case 2:20-cr-00579-SVW  Document 439-4  Filed 06/07/21
#:4954

CART NOTES

FEDERAL BUREAU OF INVESTIGATION :
COMPUTER ANALYSIS RESPONSE TEAM Examiner: ITS-FE Andrew Jaung

LOS ANGELES DIVISION UCFN: 290-LA-3280255
11000 Wilshire Blvd., Los Angeles, CA 90024 Submission ID: 238391

This document and its contents are the property of the Federal Bureau of Investigation.
Distribution of this document or its contents is STRICTLY prohibited.

Cellebrite UFED Reader report was generated

@ Geverste fepen - 0o x
General Report Dataset - Logical
= Time range filter
. [0 Orly events between these dates
Logical From: § To: X
Apply
Security
[Jinctude rems without 2 imesamp

-1 Data types
Table Sorting Select/Deselect Al Q
UFDR (For Cellevrite R.. & Device Info (3/3) & 5IM Data (9/9)

=) Preferences

9 Tags table (0/0) Tags cnly (0/%)

[ Calcutate SHA-2 (256 bit) hash Inclde merged itenss (anayzed data)

Calcutate MDS (128 bit) hash Jude merged items (dats files)

SO Iude Celiednte Reacer
Include source info indication
fude Mabvar lts B Include sarichments / Raview
(O Inchude Hash se s (0 Hide extraction souce indication
(] Recact all attachments 8 incluge account package
Cancel

[res [ New | [ Fen

Update report settings

[INSPECTION]

Inspected QLA4_A)_1B14, a Verizon SIM card #: || NG 434

SVID 235 %4
QLA4_AJ_1B14 | 1/20/2021 | AJ QLA4A-AT_ 10w

Wi

| 00f
v J 39098
ﬂb‘ 14894
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FEDERAL BUREAU OF INVESTIGATION :
COMPUTER ANALYSIS RESPONSE TEAM Examiner: ITS-FE Andrew Jaung

LOS ANGELES DIVISION

CART NOTES

UCFN: 290-LA-3280255

11000 Wilshire Blvd., Los Angeles, CA 90024 Submission ID: 238391

This document and its contents are the property of the Federal Bureau of Investigation.
Distribution of this document or its contents is STRICTLY prohibited.

[IMAGE PROCESS]
Utilized Cellebrite UFED v7.38.0.12 to conduct an SIM extraction

QLA4_A)_1B14

1/20/2021

Al

Utilized Cellebrite Physical Analyzer v7.38.0.51 to process the extraction.
@ Coweesrio T 8 %

EXTRACTION SUMMARY

Extraction completed successfully

v ADOITIONAL EXTRACTIONS FINISH

Cellebrite UFED Reader report was generated
@ Gererste Report 5] X
General Report Dataset - Logical
Time range filter

7) Ondy events between these dates

Logial From: To:
_soot |

Security

Table Sorting

UFDR (For Celletrite R

- Preferences

Update report settings

QLAS_AJ_1B17
SM1

1/27/2021

Al

[INSPECTION]
Inspected QLAS5_AJ_1B17, an iPhone 11. QLA5_AJ_1B17 was clean with no
distinctive markings. Power was not on. Device was locked.

[PHOTOS]
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#:4956

FEDERAL BUREAU OF INVESTIGATION
COMPUTER ANALYSIS RESPONSE TEAM Examiner: ITS-FE Andrew Jaung
LOS ANGELES DIVISION UCFN: 290-LA-3280255

11000 Wilshire Blvd., Los Angeles, CA 90024

This document and its contents are the property of the Federal Bureau of Investigation.
Distribution of this document or its contents is STRICTLY prohibited.

CART NOTES

Submission ID: 238391

[IMAGE PROCESS]

Attempted to conduct a GrayKey, OS Version: 1.6.9, App Bundle: 1.15.8 (GK), full file
system extraction of QLAS5, but was unsuccessful. GK was able to obtain a Before
First Unlock (BFU) extraction of the device.

GK was unable to obtain the passcode for the device and does not support brute
force method at this time.

BFU extraction was saved onto SM1, a forensically wiped Samsung 1TB SSD, SN:

I /04N and copied to the source folder.

Attempted Passcode found on QLA6_AJ_1B18: 1031, on this device. Passcode did

QLAS_A)_1B17 | 1/27/2021 | AJ not work.
Utilized Cellebrite Physical Analyzer v7.38.0.51 to process the BFU extraction.
QLAS AJ _1B17 | 1/29/2021 | AJ
Cellebrite UFED Reader report was generated
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This document and its contents are the property of the Federal Bureau of Investigation.
Distribution of this document or its contents is STRICTLY prohibited.

FEDERAL BUREAU OF INVESTIGATION
COMPUTER ANALYSIS RESPONSE TEAM
LOS ANGELES DIVISION UCFN: 290-LA-3280255
11000 Wilshire Blvd., Los Angeles, CA 90024 Submission ID: 238391

CART NOTES
Examiner: ITS-FE Andrew Jaung

@ Generste Repert - a X
General Report Dataset - Apple i0S Full File system
= Time range filter
[ Only events batwsen these dates
Apple iOS Full File sy... From: = To:
Security
Incdude items without a timestamp
-~ Data types
Table Sorting Select/Desslect All Q

ation Usage (118/118) mages (67749/67749)

UFDR (For Cellebrite R...

Include Cellebrite Rea
Include

[INSPECTION]
Inspected QLA6_AJ 1B18, an iPhone 7, Model A1660. QLA6_AJ 1B18 was clean with

no distinctive markings. Power was not on. Device was locked

[PHOTOS]

QLA6_A)_1B18 | 1/27/2021 | AJ
[IMAGE PROCESS]
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FEDERAL BUREAU OF INVESTIGATION
COMPUTER ANALYSIS RESPONSE TEAM Examiner: ITS-FE Andrew Jaung
LOS ANGELES DIVISION
11000 Wilshire Blvd., Los Angeles, CA 90024 Submission ID: 238391

This document and its contents are the property of the Federal Bureau of Investigation.
Distribution of this document or its contents is STRICTLY prohibited.

CART NOTES

UCFN: 290-LA-3280255

GK was used to obtain the passcode: 1031. GK full file system was also obtained.

QLA6_AJ_1B18

1/29/2021

Al

Cellebrite UFED Reader report was generated

@ GenerateRepont (=] X

General Report Dataset - Apple iOS Full File system

Time range filter
(] Only events between these dates
Applae i0S Full File sy... From: To:
Security
Inchude items without a timestamp
= Data types
Table Sorting Q

UFDR (For Cellebrite R...

[CR RN R<R<Bcld)

[ 1
T

e Malvare scanner results
Incluce Mash set results
Redact all attachments

Update rapart settings Previons Next Fureth

4/19/2021

Al

13997), and 1B14 (Verizon SIM card #:_4894)

Was asked by case agent to create 4 Blu-Ray Discs (BD-R) containing the extractions
of 1B6, 1B12, and 1B14.

DEFENSE COPY — Mobile extractions for evidence items 1B6 (Motorola Model:
XT1921-3, IMEI:_1206), 1B12 (Verizon SIM card #:
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