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(PROCEEDINGS HELD IN OPEN COURT AT 1:44 PM, ATLANTA, GEORGIA)

THE COURT: Let me have Special Agent Stites step out
of the courtroom, please.

(Witness excused from the courtroom.)

THE COURT: Al11 right. I know there's an issue with
the current witness. Ms. Lee sent an e-mail. I guess y'all
communicated something to her, which we can address.

But before I get to that, I want to circle back to
the issue from last night and into this morning regarding the
Secret Service report and the Christian statements, because I
think I may have jumped the gun a little bit and assumed
something that wasn't established in my ruling this morning.
But where I was Tast night was, you know, we've got the two
layers of hearsay. And the one, I understand, not offered for
the truth, that wasn't the contentious issue. The contentious
part was the other layer and whether it qualified for effect
on the listener.

And where I was last night was, I'm happy to see if
you can lay the foundation about the effect on the listener.
And I think that's right and where I should continue to be for
now, until that's either been laid or not Taid.

What I did this morning was when the issue came back
up, was -- I think I had heard Ms. Chaiken talk about that
investigation being completely separate. And I think I

assumed from that that this was then something that Special
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Agent Stites would have reviewed just in preparation for trial
and not as part of his investigation.

And I don't know if that's the case or not. I think
there's been some inconsistencies on that. And I'm just not
sure when he would have Tooked at it and what he would have
done or not done after he Tooked at it.

So I'm going to withdraw -- and so basically, I
was -- where I was was I thought the relevance was slim to
none if it was a completely separate investigation that wasn't
part of his and not something he considered, and, therefore, I
thought the 403(b) analysis was pretty clearly going to keep
this out because it's just confusing otherwise.

But I think I was in error to say that because I
don't know what use he made of it, when he made that use of it
and what effect, if any, him reading this had on his
investigation.

So I withdraw my ruling on that. And I'm happy to
have the defense see if they can lay that foundation. I just
don't know if they'll be able to or not.

I also did look at the Kyle v. Whitley case that the
defense cited and it seems 1ike, you know, generally that Tine
of questioning can be fair game.

So we'll see if the foundation can be laid or not.
And it may be that you can, may be that you can't. I don't

know. So that's issue 1.
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Issue 2, I understand from just a short e-mail from
Ms. Lee that something arose over the lunch hour regarding the
current expert witness of the government. Is that something
we can discuss with him on the stand or do we need to ask him
to step out?

MS. DURRETT: Can we ask him to step out, Your Honor?

THE COURT: A11 right. Sir, if you could please step
out of the courtroom as well.

And on your way out, would you -- if you see Special
Agent Stites out there, will you Tlet him know he's welcome to
come back in?

THE WITNESS: Yes, Your Honor.

(Witness excused from the courtroom.)

THE COURT: Okay. What's the new issue?

MS. DURRETT: Your Honor, before the break we were
questioning Agent Berni about his report, and I think the
Court could probably tell, we were leading up to and trying to
get information about how there was different information in
his report than there is in the records that we have. And we
took a break for an hour.

When we came back into the courtroom, the government
provided us a certification of records that they just got over
the break to support a claim that somehow the timing in the
report is correct. And then they also sent us another report,

an Excel spreadsheet, that the agent relied on when he made
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his report.

So that wasn't detailed in the report that he
provided and it was not told to me when I talked to him
earlier this week on the phone. Your Honor had ordered that I
be able to speak with him and he did speak with me, but no one
told me that he had been provided an Excel spreadsheet that
was created by a forensic examiner.

And so, Your Honor, we would move for a mistrial at
this point. We're halfway through cross-examination, and they
have provided two new pieces of evidence related to this
witness to contradict the testimony that he's already
provided.

THE COURT: Well, let's do this. Let me interrupt
you.

I guess, first off, can I see these two new
documents? I don't know if we're talking about an
encyclopedia or something else.

MS. DURRETT: One was e-mailed to us. I don't have a
copy.

Leigh Ann's going to forward that to Ms. Lee.

THE COURT: I'm sorry, one moment.

MR. MARSHALL: And, Judge, am I being copied on these
e-mails? On that last one?

THE COURT: I have no idea. 1I'm not copied on them

either. Let's make sure you --
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MR. MARSHALL: Sorry, Judge. Well, I shouldn't ask
you. Sorry, Your Honor.

Thank you. Thank you very much.

COURTROOM DEPUTY CLERK: Someone send it to me and
I'l1 send it to the judge.

THE COURT: A1l right. Well, let's -- I guess this
first document I'm looking at, just so the record's clear, I
guess the government handed it to me, so -- well, Tet's just
make this Court's Exhibit whatever we're on, Ms. Lee.

COURTROOM DEPUTY CLERK: 3.

THE COURT: Okay. Court's Exhibit 3 is the
certificate of authenticity of business records.

And then the second document is what?

MS. WEBSTER: It's an Excel spreadsheet that we
forwarded to Ms. Lee. Sorry.

MS. DURRETT: It came to us in an e-mail, so we just
forwarded it to Ms. Lee.

THE COURT: Okay. Give me a moment. Give her and me
a moment.

While that's going through cyberspace, hitting a -- I
don't know if it'11 hit a cell tower before it gets to me or
not, how that works.

But while that's making its way to me, let me hear
from the government as to these two documents. I mean, the

one just looks 1ike a certificate of authenticity of business
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records, which I -- you know, we'll see what the government
says and I'l1 see what Ms. Durrett says, but it wouldn't seem
like that'd be cataclysmic, but go ahead.

MR. MOORE: Your Honor, just to make sure that the
record is clear, they have had all of the records related to
his testimony since 2020, 2021. 1In any case, for more than
two years.

What we have provided them is the work product of an
analyst who took the data that they had been provided and
changed the time zone based off of the fact that it was in
Central Time Zone and we are not in Central Time Zone, we are
in Eastern Time Zone, to make it relevant for the jury.

And that is what was provided to the expert and that
is what he created his report from. Al1 of the underlying
data had been disclosed to them in the large Excel sheet that
included all of Teldrin Foster's transactions with the rapid!
PayCards and additionally all of the other transactions with
the rapid! PayCard.

THE COURT: Okay. So the certificate of authenticity
is just the certificate as to the underlying spreadsheet?

MR. MOORE: So they received the initial certificate
of authenticity for the underlying spreadsheet. We -- because
they have this confusion about the time zone, over the break
we then asked for an updated certificate of authenticity that

just explains the time zone issue. There's only that -- the
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slight additional 1ine in number 1 saying what the time zone
is.

But the original certificate of authenticity which
they provided with the original records has been provided to
them before today. So the only new information in the
certificate they provided today is it now notes that their
records are in the Central Time Zone.

THE COURT: Al11 right. And so this spreadsheet that
we'll mark, that we'll -- 1is this a spreadsheet that's small
enough to print out and make a court's exhibit just so it's
clear what's what? I don't want to say we're going to print
out the spreadsheet and mark it as a court's exhibit if it
somehow is a 35,000-page document.

MS. CHAIKEN: No. I don't know if it'11 fit on one
page, but it will be small enough.

THE COURT: Okay. Al11 right. Well, I'11 tell you
what. Let me impose on the government a request that their
paralegal print a hardcopy of this to get to Ms. Lee to make
it Court's Exhibit 4. Thank you.

I know spreadsheets are sometimes easier or difficult
to print out.

A11 right. So, Mr. Moore, if I understand it, this
is two things: One is it's the spreadsheet that converts
Central to Eastern; and, two, it's a certificate of

authenticity that says this is a document in which we
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converted from --

MR. MOORE: So the certificate of authenticity -- the
update is just to say that the records we originally received
were in Central Time Zone to help explain why an analyst
needed to update it to Eastern.

THE COURT: A11 right. And what do you think about
Ms. Durrett's request for a mistrial because you gave her
these over the lunch hour?

MR. MOORE: Your Honor, we oppose it. She has had
all of the underlying data, the data that the expert relied
on. And all that has -- is different now is that we have
updated their confusion on the time zone. And she has
cross-examined him on it, that would be the appropriate way
for that issue to be addressed. She talked to him for an
hour. This was not one of the questions she asked. If we had
understood she had this confusion, we would have been happy to
have taken this step before, but she raised this confusion for
the first time during the cross-examination today.

THE COURT: Al11 right. Ms. Durrett?

MS. DURRETT: Your Honor, it's not confusion. It's
the fact that all of the records we have had have had one time
in them. And we have asked about the records last night. I,
again, e-mailed and said what is the basis for this summary
chart of the rapid! Pay records. And they told us the

spreadsheet and I 1ooked at that spreadsheet.
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It has certain times in it. We've never had anything
until today about 5, 10, 15 minutes ago, something that says,
oh, wait, this 1is actually Central Time.

THE COURT: Okay. But -- I would take from the
context of your cross-examination from this morning that you
knew full well there was an issue there and that's why you
were cross-examining him about the times.

MS. DURRETT: That's correct.

THE COURT: So what's the big deal?

MS. DURRETT: Because now we have -- we look like we
don't understand the records, but they --

THE COURT: Okay. Well, that's fine. We can do a
quick -- I'11 make a quick statement to the jury that explains
the issue. This is not a -- I can't imagine -- I mean, do you
really want a mistrial over that issue?

MS. DURRETT: I do, Your Honor.

THE COURT: Okay. Well, that's denied. That's -- I
can't even imagine giving a mistrial over this fairly simple
issue.

I mean, as I see it, you know, everyone's had the
documents for a long time. You recognized full well in your
review of the documents they were off by a couple hours or an
hour. You made fodder of it during the start of your
cross-examination. Over the lunch hour the government

realized, yeah, that's right. And so they sent you -- you
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know, I think in good faith, sent you -- you know, looked into
it and sent you something that explains that. And it sounds
like it confirms what you already knew. And so I think a
brief statement to the jury about what happened is more than
adequate.

MS. DURRETT: Your Honor?

THE COURT: Yes, Ms. Durrett.

MS. DURRETT: If the Court is not going to grant a
mistrial, we would ask that his testimony be excluded. We
have already asked to exclude his testimony because it was
provided to us in an untimely manner. There wasn't a full
conclusion in it. The conclusion doesn't say anything about
this time. And it was yesterday while I was here in court
looking at the records that I realized there was a time
problem. And so it's not --

THE COURT: Did you ask the government if they
realized there was a time problem and if they had additional
records?

MS. DURRETT: Your Honor, with all due respect, I
don't think that's how we normally do it. If someone has --

THE COURT: I was just asking, you know, if it's --
I'm just -- I just don't see how this is a substantial issue.
If you knew full well it was off by an hour, it seems 1like a
simple, minor issue.

I'm not going to grant a mistrial. It would seem
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Tike -- you know, I, frankly, don't even know that I need to
give a statement to the jury about it, it's such a minor
issue. But I'd be happy -- if you think there is some
prejudice given that you cross-examined on it and now you've
been given the document, I kind of see that and I'd be happy
to give a statement to the jury that there was an issue with
the time zones on the documents and an additional document
clarifying the time zones was provided by the government over
the break. But anything more than that, I think is way out of
Tine.

MS. DURRETT: Your Honor, I also think there's an
issue because they gave --

THE COURT: So I'm going to deny your motion to
strike his testimony. I'm going to deny your motion for
mistrial.

Anything else on this issue?

MS. DURRETT: Well, Your Honor, I do.

The problem is they gave us a spreadsheet just before
you came in, I notified your clerk when we got it, that we
haven't been able to 1ook it. And so they said, here, oh,
this is what he actually looked at, this is the thing he
actually looked at. And we haven't had time to look at it.
So it's brand-new evidence to us.

THE COURT: Brand-new evidence that has one

difference from the old evidence you had, which is that
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everything's off by an hour?

MS. DURRETT: I don't know, Your Honor. I haven't
had --

THE COURT: Well, that's what the government's
represented.

Is that what it is, Mr. Moore?

MR. MOORE: That is correct, Your Honor. And it has
the times with the -- the one hour different and it lists the
address of all the locations.

THE COURT: Al11 right. Take the time you need,

Ms. Durrett, and we'll stand by. We stand adjourned.

(After a recess at 2:09 p.m., the proceedings
continued at 2:31 p.m. as follows:)

THE COURT: Y'all can be seated. Thank you.

MR. KAUSHAL: Your Honor, just to complete the record
on that last issue Your Honor discussed, I just wanted to
clarify that the information that was requested last night by
the defense was the underlying records for summary chart 3015,
and it was not the information that the agent relied on for
preparation of the report. And I just wanted to make that
clear because I think it was a 1ittle bit unclear earlier and
I want the record to reflect that.

THE COURT: Okay. I guess -- let's do clear that up.
I mean, I think either way, you know, based on what the

difference was, it seems, again, very, very minor and the
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record will reflect we were at a recess for, what, 15,
20 minutes and that Ms. -- and 1it's 2:31, and I was told
Ms. Durrett was ready to go back on the record.

So I thought it was something that came up over the
Tunch hour that you'd sent them based on the cross, but it was
instead based on a request from last night or something?

MR. KAUSHAL: No, Your Honor. They were different
requests. I just wanted to make that clear, that the requests
were, in fact, different and that this new issue came up today
and we provided records that we normally would not provide in
response to their request for the underlying information from
the expert. That is all.

THE COURT: A11 right.

Ms. Durrett, did you want me to say anything to the
jury when they come back before you started your cross?

MS. DURRETT: No, Your Honor. Thank you.

THE COURT: A11 right. I would be happy to if so,
but it sounds like you don't want me to.

Let's bring in the jury, please.

And, Ms. Durrett, just so I am clear, you've now had
time to 1ook at those documents; correct?

MS. DURRETT: I have, Your Honor. Thank you.

THE COURT: A11 right. Very well.

(Witness recalled to the witness stand.)

MR. KAUSHAL: Do you just want to tender it,
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Saraliene?

MS. DURRETT: Sure.

MR. KAUSHAL: He hasn't seen it, so --

MS. DURRETT: Okay.

(The jury entered the courtroom at 2:34 p.m.)

THE COURT: Y'all can be seated. Thank you.

Ladies and gentlemen of the jury, I know that was a
much longer Tunch break than you'd expected when I released
you at about 12:30 or so. My apologies for that. Again,
things arise that I need to deal with and I don't always know
when that's going to happen. So I apologize. Thank you for
being here.

Ms. Durrett, you can continue your cross.

MS. DURRETT: Thank you, Your Honor.

CROSS-EXAMINATION (CONT'D)

BY MS. DURRETT:
Q. Over the break we were provided with what has been marked
as Court's Exhibit 4. Do you recognize that document?
A. I recognize the document as the original financial, I
guess, exhibit that was turned in, yes.
Q. I'm sorry. It's not Court's Exhibit 4. Sorry about
that.

But do you recognize that document?
A. I do recognize the document, yes.

MS. DURRETT: I move to admit Defense Exhibit 1003.
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MR. MOORE: Can we see what document?

MS. DURRETT: It's the spreadsheet.

(Organizational pause.)
BY MS. DURRETT:
Q. I'm going to show you Exhibit 2954. And that's already
been admitted.

MS. DURRETT: Please show it.
BY MS. DURRETT:
Q. Okay. We have been told that this 1is the data that you
relied on when you wrote your report, the part about Teldrin
Foster; is that correct?
A. Well, this is -- this appears to be the -- I guess the
original spreadsheet that was turned over in discovery, yes.
Q. Okay. And all I want to do is have you focus on a few of

the transactions in this exhibit, which has been admitted,
2954

I want you to start by looking at July 17th, 2020. And
there should be an entry for 2:39:55. July 19th, sorry.

If I were to change 2:39:55 to military time, what would
that be?
A. 14:39:55.
Q. Okay. And 1is that what is reflected there in that
spreadsheet?
A. Well, it's reflected in non-military, but it says -- oh,

there it is. Yep. It says on there 14:39:55. Yep.
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Q. Okay. And then I'm going to show you your report,
page 19. And do you see the rapid! card transaction that you
included in your report?
A. I do, yeah.
Q. And what is the time that you included there?
A. It says 3:39:55 p.m.
Q. So your report says the rapid! card transaction happened
at 3:39 p.m.; correct?
A. Correct. In Eastern Time.
Q. Right. But that's not what's reflected in this
spreadsheet that I'm showing you; correct?
A. I guess not, no.
Q. A1l right. 1I'm going to show you your report, page 21,
which talks about a transaction from July 20th, 2020, at
11:52.

And what time do you have listed for that transaction,
that rapid! pay transaction?
A. 11:52:43 a.m. on the 20th.
Q. Okay. And when you look at the spreadsheet that is on
the screen, what is the time that is reflected for that entry
on July 20th, 20207
A. It says 10:52:43.
Q So there's an hour difference?
A. There is.
Q

I'm going to show you your report at page 30. And your
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report there reflects a transaction on July 31st, 2020,
correct, on your report?
A. It does.
Q. What time did that rapid! pay transaction occur based on

your report?
A. 11:43:06 a.m.
Q. And when you 1ook at the spreadsheet of the rapid! pay
transactions on the screen, what time is reflected there for
that transaction?
A. 10:43:06.
MS. DURRETT: Your Honor, I'm going to move to admit
Defendant's Exhibit 1001, pursuant to Rule 902.11.
MR. MOORE: Can I see what the exhibit is? It's a
new one?
MS. DURRETT: Yes.
MR. MOORE: A11 right. No objection, Your Honor.
THE COURT: Mr. Marshall?
MR. MARSHALL: No objection.
THE COURT: It's admitted.
MS. DURRETT: Thank you, Your Honor.
BY MS. DURRETT:
Q. Mr. Berni, I'm going to show you this exhibit now. Do
you know what this exhibit is?
A. I mean, this is my first time seeing it. I can see that

it's a certificate of authenticity of business records.
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Q. And can you tell me when it was issued?

A. Let's see. It looks 1like -- it says date of execution
would be February 9th of 2024.

Q. Is that today?

A. It is.

Q. And do you see in that certificate anything about the --
well, first of all, tell me what the certificate is about,
what kind of records.

A. These appear to be Green Dot Bank records.

Q. Is that the certificate for the rapid! pay transactions
in this case?

A. I'm not 100 percent sure. Again, I'm here to testify
about the cellphone records. These appear to be financial
records. So I can't say for sure that they are. I don't
know.

Q. Did your report include information about rapid! pay
records?

A. It included date, times and locations of transactions,
yes.

Q. And in the certificate that you have there, what does it
say about the time zone that those records are issued in?

A. Give me a second to read it.

Q. Sure.

A. It states in here that they're in Central Standard Time
Zone.
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MS. DURRETT: Thank you. I have no further
questions, Your Honor.

MR. MOORE: Very briefly, Your Honor.

THE COURT: Let me just check with Mr. Marshall.

MR. MARSHALL: No questions, Your Honor.

THE COURT: Go ahead, Mr. Moore.

REDIRECT EXAMINATION

BY MR. MOORE:
Q. And Central Time Zone, is that one hour different than
Eastern Time Zone?
A. It is.
Q. And we're currently in Eastern Time Zone?
A. We are.
Q. So to make the time zones relevant for the jury, you
would need to adjust it one hour; is that accurate?
A. You would need to add an hour, correct.
Q. You were shown -- you were asked about rush hour traffic
in Atlanta. Do you know if during 2020 there was a global
pandemic that affected traffic patterns?
A. There was.
Q. Do you have any idea, based on your personal knowledge,
if traffic was maybe diminished during this global pandemic?
A. I didn't come to Atlanta very often, but in my area the
traffic was less.
Q. How long have you worked on cell site data?
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A. Well, for the bureau, since 2015. And then, again, in
the military, 2000 to 2007.
Q. And this is the work that you do to not just testify here
but also find fugitives and missing persons?
A. That's correct.
Q. And the bureau relies on you to do that analysis in these
high-stakes areas?
A. It does. Every day.
Q. Is the analysis that you've done today for this jury
accurate?
A. It is.

MR. MOORE: Thank you.

Nothing further, Your Honor.

THE COURT: Any recross?

MS. DURRETT: No, Your Honor.

THE COURT: Mr. Marshall?

MR. MARSHALL: No, Your Honor.

THE COURT: A11 right. Sir, you can step down.
Thank you.

THE WITNESS: Thank you, Your Honor.

(Witness excused.)

THE COURT: Please call your -- actually, I think at
this point are we going to hear from one of Mr. Foster's
witnesses?

MS. WEBSTER: Yes, Your Honor.
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THE COURT: Okay. Please call that witness.

MS. WEBSTER: Mr. Foster calls Jim Persinger to the

stand.

THE COURT: A11 right. Thank you.

Good afternoon, sir.

THE WITNESS: Good afternoon to you.

COURTROOM DEPUTY CLERK: Please raise your right
hand.

JIM PERSINGER
a witness herein, being first duly sworn,

was examined and testified as follows:

COURTROOM DEPUTY CLERK: Would you please state and
spell your name for the record.
THE WITNESS: Jim Persinger, P-E-R-S-I-N-G-E-R.
DIRECT EXAMINATION

BY MS. WEBSTER:

Q. Good afternoon, Mr. Persinger.

A Good afternoon.

Q. Can you tell the Court what your occupation is?
A I'm a digital forensics cybercrime and cellphone

analysis. I also write software for law enforcement.
Q. And where do you work?

A. PM Investigations, Inc.
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Did you start that company?

I'm sorry?

Did you start that company?

I did.

And how long ago did you do that?
Late 2000, incorporated 2001.

Are you the owner of that company?

I am.

5 » 5 » 5 » 5 = 0

Can you tell us roughly how many cases as a digital
forensic specialist you've been involved with?

A. About 3500.

Q. And are those civil, criminal or both?
A. Both.
Q. And have you conducted any investigations of cellphones

as part of your cases?

A. I have.

Q. And about how many cases involving cellphones?

A. About 650 to 700.

Q. And Mr. Foster and I retained you to work on this case;
is that correct?

A. That's correct.

Q. And I'm a defense attorney; is that right?

A. Yes.
Q. And are there times when you also work for the
prosecution?
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A That's correct.

Q. So you've been on both sides of cases?

A. That's correct.

Q Can you briefly tell us what sort of cases you've been
involved in?

A. Everything from murder, child pornography, intellectual
property theft, hacking, any kind of will contesting. I used
to do divorce cases. Just about anything that involves data.
Q. Can you tell us about some of your work experience prior
to PM Investigations?

A. I'm a retired Cobb County police officer. Prior to that,
I started a software company called JB Enterprises that's
still around today. And before that, I was doing research and
development for some major corporations.

Q. Do you have any kind of professional licensing or board
membership in your field?

A. I'm a licensed private investigator, a licensed private
investigator instructor. I'm POST certified, which is a
police officer standard training instructor for law
enforcement.

Q. Can you give us sort of a short summary of your education
and training?

A. So I've got high school, some college. I've been to a
number of different software vendors that deal with how to

create software, using their software. I've also been to
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training of hardware devices, such as routers, switches,
servers and the configurations between the software and
hardware.

Q. And are you a digital forensic and cellphone examiner
instructor?

A. I am.

Q. Can you describe that for us?

A. So not only do I create software for law enforcement, but

I take the tools that are out there and teach law enforcement
how to analyze data. Data, even though it's changed, is still
ones and zeros, but we come across pieces of evidence that we
need to analyze, and I help Taw enforcement understand that.
Q. So have you taught law enforcement in forensics?

A. Yes.

Q. And who have you taught?

A. FBI, GBI, Secret Service, Homeland Security, several
different sheriff's departments, police departments throughout
the United States.

Q. And have you assisted in research and writing documents

in your field?

A. I have.
Q. Can you describe that?
A. So I've worked closely with Dr. Jim Tanner out of

Boulder, Colorado, to help him come up with a process to

track and maintain, dealing with child pornographers, to give
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probation tools that they can monitor the individual's
Internet traffic or computer usage.

Q. And have you produced any content or done software
development in your field?

A. I have.

Q. Can you describe that?

A. First, there's CATIE, which stands for Capture and Track
Investigative Evidence, available to only law enforcement,
that allows them to 1ook at the Internet, find pieces of
artifacts, collect it in a safe and pure forensic manner.

There's ICIE, which is In Case of Internet Emergency.
It's patented, the first 911 button that allows a child to
push if they feel depressed or threatened, either at home or
at school, collecting information to notify those of the
authority.

There's Iron Shield, which is patented. It is a firewall
protection that offers something totally unique on how it
handles data.

And then there's Field Search. I have 32,000 users
worldwide, that includes our military, the Canadian border
police, just about every state has at least one examiner that

allows the investigator to quickly analyze a system.

Q. And have you been qualified as an expert witness before?
A. I have.
Q. Can you tell us about where?
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A. Not only here in the Northern District, middle Georgia,
all the way up to Ohio, New York, California. Several
different states in the middle, as well as superior courts,
Cobb County, Fulton County, Gwinnett County, Clayton County,
down to Gwinnett -- or I'm sorry -- down in Glynn County and

several other states that are superior court and state courts.

Q. And have you ever not been qualified as an expert
witness?

A. I have never been not qualified.

Q. Okay.

MS. WEBSTER: So at this point I would move to
qualify Mr. Persinger as a digital forensic cybercrime and
cellular data expert.

MS. CHAIKEN: No objection, Your Honor.

MR. MARSHALL: No objection.

THE COURT: So admitted.

BY MS. WEBSTER:

Q. I'm going to give you a binder. Can you look at the
binder that's actually already in front of you and turn to
F23A.

A. Okay. I'm there.

Q And can you tell me what that is?

A. Yeah, it's a copy of my resume.

Q. And is that a copy that you've provided to me?
A

It is.
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MS. WEBSTER: Your Honor, I move to admit that as
Defendant's Exhibit F23A.

MS. CHAIKEN: No objection.

MR. MARSHALL: No objection.

THE COURT: It's admitted.

MS. WEBSTER: Thank you.
BY MS. WEBSTER:
Q. In this case did we ask you to 1ook at some devices that

we were provided in discovery?

A. You did.

Q. What were those devices?

A. Well, they consisted of three different types. There was
what's called a forensic image of a computer that could
include a laptop or a desktop. There was cellphone datas that
were coming from a cellphone that were imaged. And then there
were SIM cards. The SIM is actually what makes the phone talk

to a tower.

Q. And did I provide all of those to you on a hard drive?
A. You did.
Q. Okay. For the laptop, the forensic image, is it -- is

that something that a normal person, a layperson, someone

without your expertise, can 1ook at and review?

A. No.
Q. What did you have to do in order to be able to review it?
A. So when a forensic image is made, if you would consider a
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record, a 33 album record, the needle starts at the outer edge
and works its way to the middle as you're listening to the
songs.

Well, the forensic imaging process is really no
different. It starts from the outer edge of the hard drive
internally and it records that information into files that
then can be reassembled that allows you to analyze the data.

Now, at the conclusion of that image, there's a process
called hashing. Hashing is the verification process that says
the original hard drive matches the forensic image. Now, you
have to understand how you can first mount those images and
then use forensic software to analyze those forensic images.
Q. Is that what you did in this case?

A. That is.
Q. And after reviewing the devices that you were provided,
did you determine how many had relevant information on them?
I did.
And how many had relevant information?

There was one out of all of them.

A.
Q
A
Q. And was one device encrypted via BitLocker?
A That's correct.

Q So you couldn't get into that one; 1is that right?

A. That's correct. BitLocker today is difficult to get
around. If the device is password protected, generally as

forensic specialists we can get around that. But BitLocker is
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a form of encryption that prevents access to it. So without
the key, you can't get into it.

And do you remember which device that was?

Number 8.

So did you write a report in this case?

Q
A
Q
A. I did.
Q And did you prepare exhibits with that report?
A I did.
Q Can you 1ook in the binder in front of you and 1ook at
Exhibits F23B through T.
A. Okay.
Q. And are those the exhibits that you prepared to go along
with the report?
A. They are.
Q. Would it help the jury to be able to see these exhibits
while you're testifying?
A. It would.
MS. WEBSTER: Your Honor, I'd move to admit Exhibits
F23B through F23T.
MS. CHAIKEN: No objection.
MR. MARSHALL: No objection, Judge.
THE COURT: So admitted.
MS. WEBSTER: Okay.
BY MS. WEBSTER:

Q. So you were talking about the hashing process. Is that
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the first thing you did in this case or --

A. I don't actually do a hash, I do a rehash. You see, when
the government does a forensic image, they first hash it. And
Tlike I said earlier, they get a verification. So they provide
this hash value to me, I can then take that digital media,
that forensic image, rehash it and they should match. So my
hash value would match their hash value. That's the first
thing to do. And in this case, I did that and they equaled.
Q. Okay. And I have on the E1lmo what has been marked and
admitted as F23B. Is that your exhibit showing that?

A. Yes, it is.

Q. And what is -- does this just tell you that the

forensic -- the image that you have 1is correct, is a match?
A. That's correct.

Q. Then what did I ask you to do in this case?

A. Well, you gave me some search terms that were basically

including an e-mail address and wanted to see if across these
devices I could find that e-mail address.

Q. And what was the -- what were the e-mail addresses that I
asked you to look for?

A. It had to do with Tedlin (phonetic/sic) Foster at Yahoo
and then another one was Tedlin 23 at iCloud.

Q. Okay. And so what was the first thing that you learned
about the device?

A. Well, outside that they were Windows computers and that
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when I put in the search terms, I got returns.

Q. And so as to the teldrin_foster@yahoo.com, what did you
find?

A. I received a positive hit. And I could see that somebody

had accessed that e-mail address off of one of the forensic
images that I was provided.

Q. And what could you tell about the use of that e-mail
address?

A. Well, the person obviously had to have the username and
password. And I could see over a period of time that some of
the e-mails were actually being opened, they were being read.
Q. And so were you seeing more than just the fact that
someone was logged in, or were you seeing that someone was
actually using it?

A. Somebody was actually using it. And the way you can tell
is there's a number count as to how many that are unread and
then they change to how many are actually unread. So you know
somebody 1is actually opening the e-mails.

Q. Were you able to make any determinations about whose
Taptop it appeared to be?

A. From the information that was provided to me, it was

collected at an individual by the name of Darrell Thomas.

Q. So it was seized from his house; is that correct?
A. That's correct.
Q. And were you able to do -- to determine the IP address
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that had been used in this case for this device?
A. I was.
Q And would seeing Exhibit 4 of your report help you?
A. It would.
Q I'm going to put it here.
Can you -- sorry, this isn't very clear. Can you see

this at all? Not really?
A. No, it's too blurry.
Q. Let me just give it to you.

MR. MARSHALL: What's this exhibit number?

MS. WEBSTER: 1It's actually 3 --

MR. MARSHALL: Wait till you get it back. That's
fine.

MS. WEBSTER: M, I think. It should be M.

MR. MARSHALL: Thank you.
BY MS. WEBSTER:
Q. Does that tell you which IP address was being used?
A. Well, it tells me that it's -- first of all, it's a
Comcast IP address service provider. And then the IP
addresses that were provided, I was able to do a 1ookup on and
see that they are, in fact, related to Comcast.
Q. Okay. And can you -- it's on the document, but can you
just tell us what the IP address is?
A. Yeah. The -- so IPs come in two different flavors. You

have what's called an IP4, you have an IP6. And the IP
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473.43.127.162. And, again, if I trace that number, it comes
back to Comcast.

And then the other IP6 is 2601, colon, C as in Charles, B
as in boy, colon, 8200, colon, 69D, David, 10, colon, D,
David, 2 at foxtrot, colon, 524 A, Adam, colon, A, Adam, 7, A,
Adam, A, Adam, colon, 37 at foxtrot 0. And when you do a
lTookup on that long number, alphanumeric number, it comes back
to Comcast as well.
Q. Mr. Persinger, were you able to identify that IP address
from the device?
A. No. Comcast doesn't really store the IP address per se
on Windows anymore. They used to and you could see the
complete history. Now what we do is we can see that there is
a connection made to Comcast that establishes what the
computer is using.
Q. So where did you get that IP address from?
A. It came through discovery.
Q. Okay. Thank you.

Okay. I'm going to show you what is -- what is admitted
as F23N. We'll see if this shows up a Tittle bit better.

Is the Exhibit 005, is that your internal exhibit number?
A. It is.
Q. And at the bottom there's a F23N, which is our exhibit
number from court; is that right? Right there?

A. Yes.
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Q. So can you tell us what Exhibit 005 shows?
A. So, again, when I put in the teldrin_foster@yahoo, the
forensic software has the intelligence to find what's called
the string value equivalent. It matches up with this and
tells me the data that's around that particular search string,
that in this case shows if there was activity that dealt with
this business Namerk Painting that shows an e-mail address
just below that.
Q. So this shows the use of the teldrin_foster@yahoo.com
address; correct?
A. Correct.
Q. And what does it show us about the
arcadepaintco03@gmail.com address?
A. So in the top part of that document, you'll see where it
says file offset and selection. If I send you a letter and
you live at 344 Peachtree, I put that on the letter, the
envelope, and then mail it. It knows that it's going to your
house.

That's what those numbers at the top represent. So when
I put in the search string and it finds it, it's all related
within that house. So we know that that information is
directly associated with that Yahoo e-mail address.
Q. Okay. Were you able to tell what the person who was
interacting with the Yahoo e-mail address was doing at the

time?
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A. I could see there was documents that were being
exchanged. Again, the e-mails were open. There were some
that indicated sent. But they were mainly documents that were
related to that e-mail address.

Q. Okay. And did you see something about a Bellator Phront
Group bank statement?

A. I did.

Q. So I'm showing you what's marked as F230. And is this
that -- your internal exhibit that you prepared to go with
this report?

A. It is.

Q. And what were you able to determine about the accessing
of the Bellator Phront Group bank statement?

A. Well, in Exhibit Number 4, it mentions this information.
So I see in 5 is directly correlated to that e-mail address.
Q. Going back to this for a second. 1Is it this account
number, is that what we're looking at?

A. It is.

Q. Okay. And so because you saw that, you knew that it was
associated with this document; is that right?

A. That's correct.

Q. Okay. And so could you tell what was being done with it
or could you just tell they were accessing it?

A. Well, because I was able to find it on the system, I knew

factually it was accessed. What they did with it thereafter,
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I don't know.

Q. And so were you able to tell how often the Yahoo e-mail
address was being used?

A. Within a 1imited scope. You see, even though the
computer is 1like a sponge and it records lots of information,
it doesn't really do a repetitive action. It doesn't continue
every time that you open it. It could be that an individual
would leave the browser open, for example, and that record is
already on the computer, so it doesn't have a need to repeat
that because it still sees that it's opened.

Q. So does that mean there would be a 1log of every time
someone accessed the Yahoo account?

A. Not every time. Again, it's all dependent on what the
user does. If the user closes the browser and is forced to
log in each time, yes, you would find a new record to that
effect. But if you keep that tab open, then the computer just
says it's open and doesn't continue to record at that point.
Q. And what if someone stays logged in, has the box that
says "stay logged in" on this computer, what effect does that
have on that analysis?

A. Yeah, there's really two versions of that. There's stay
logged in or remember me. And we do this because we don't
want to have to put the username and password in every time,
we just want to read our e-mail.

When you check that box, it then treats it as you're
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friendly to the system. Meaning that every time you open that
browser and you go to that e-mail address, it's automatically
going to log you in and not require you to do it again.

Q. Okay. So I'm going to show you what's been marked as
F23E.

Can you tell me what this is?

A. So this is one of the exhibits where I can actually see
what's called "recent documents.” 1It's also called MRUs. And
MRU is most recently used. So it keeps up with a person's
history as to what they're clicking. And it simply does this
so that the process is sped up.

If you're opening up an Excel spreadsheet and you go to
that spreadsheet often, then through this process it knows
exactly where that information is and can quickly load it for
you so that you can see the content. And that's why we see --
over to the left of the document it's telling us this numeric
value. That's the order of which things are actually being
opened.

Q. And so when it has -- can you tell us what's in the row
labeled 107?

A. So in 107 you'll see the parentheses 1,790 unread, the
teldrin_foster@yahoo.com e-mail address. So that's saying
that out of the list, this has been part of the most recently
opened files.

Q. And now I'm going to show you part of what's been marked
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as F23I. This is going to be a 1little bit harder to read, but
can you -- can you see that or is it still too blurry? Still
a little blurry?
A. Still a 1ittle blurry. It's almost 1like an eye test.
Q. Let me just give it to you.
You have it in front of you. 23I?

MS. WEBSTER: Ms. Holland, could you pull up RF23I?
I hear you have our exhibits in your Trial Director, so thank
you. And can you pull out that -- sort of the top half of it.
Right there.

THE WITNESS: 1I've yet to find it.

MS. WEBSTER: No. No. She's doing it.

Yes, just over from there. Thank you so much.

THE WITNESS: Oh, much better.

BY MS. WEBSTER:

Q. Okay. Do you see it on the screen?
A. I do.
Q. So I think you mentioned earlier you could see that some

of the unread e-mails in this were changing; is that right?
A. Correct.

Q. So what does that tell you?

A. Again, if you look at even the top row, the 2,044, and
you go down to about the middle, it's 2,098, and then it goes
back to 45. This is highly suggestive that somebody is

actually opening the e-mails and reading them.
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Q. So it's not just it's logged in and it's cataloging them;
right? It's just -- it's someone is actually in the account;

is that right?

A. That's correct. It's got some human interaction with it.
Q. Okay. And were there other instances on this exhibit
where this -- well, first, let me ask, what is the date of

this access?

A. Well, they go between June 24th, 2020, there's June 30th.
You see, again, the job of the Internet history that's on your
system, it will purge over time. So it doesn't keep up with
every instance. This 1is the most current instance that you
would see in it.

Q. And do you recall seeing other dates listed that someone
had accessed this e-mail account?

A. Yes, I did.

Q. But you -- I just want to be very clear. You're not able
to say for sure exactly when all the instances were that that
e-mail address was accessed; is that right?

A. That's correct.

Q. And then what else did I ask you to look for on this

device?
A. The reference to the iCloud account.
Q. One second before we go there.
MS. WEBSTER: Can you take out the cull-out part,
portion.
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BY MS. WEBSTER:
Q. Do you see what else people are searching for under the
Yahoo references?
A. Yes, I see that.
Q. And what are they searching for?
A. Fonts, different fonts.
Q. Okay. Thank you. Okay. Going back to the iCloud
account.
What did I ask you to search for?

A. It was teldrin23, the best I remember, @icloud.com.
Q. And what did you find?
A. I got positive returns on it.

MS. WEBSTER: And can we pull up F23R, please.
BY MS. WEBSTER:
Q. Is that an exhibit that you prepared about the
teldrin23@icloud.com account?
A. It is.
Q. Tell us what that shows you.
A. On Windows it has several different event logs,
everything from application to updates to the overall health
of the system to security. When you log into something,
generally that information will appear in the security event
log. So when I did my search using that search string of
teldrin23@icloud, I got hits that didn't surprise me because

they were in the event viewer log of security.
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Q. And is this what we're seeing in this exhibit?

A. I'm sorry, say that again, please?

Q. Are we seeing that event viewer log match in this
exhibit?

A. That's correct. So working left to right, you can see

when the event took place, the date, the time, the event ID
number, the computer name, and then the source, and what's
inside that event viewer log file.

Q. And what time was this event file created?

A. It's at 12:20 and 45 seconds a.m. on the 22nd of

May, 2020.

Q. And what you told us earlier about the Yahoo account,
that you can't necessarily see every time that it's been used,

is that also true of the iCloud account?

A. It is.
Q. And is it for the same reasons?
A. Yes.

Q. So we know that it was logged in on May 22nd of 2020, but
we don't know when else it was used; 1is that right?

A. That's correct.

Q. Let me go back for a second. How did you find this
information? Were you using publicly-available software or
were you using your own custom software?

A. Well, the software I use is called Forensic Explorer.

And it's written in a programming language called Delphi.
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I've used Delphi for 20-plus years. And it allows you to
write your own scripts.

Now, sometimes I'11 use custom scripts, especially in
cases where I can potentially save the client money or the
court money because the process is streamlined. It's going to
condition the information, without changing it, into something
that we can all see, such as this here in this exhibit.

And that custom script allows it to still run through,
still bookmark and find elements that match the search string
that I'm looking for.

Q. Okay. And so -- but the results of the custom script,
were you able to confirm that with more publicly-available
software?

A. Yes. So there's a couple different ways that this can be
done. There are what's called stock scripts, the software
actually comes equipped to do the very same thing that I
detailed to you, it just doesn't look as good or doesn't save
as much time.

But you can also extract what's called the native digital
file. That means the event viewer file itself, you can
extract it from the forensic image and then 1ook at it with a
number of different tools. Microsoft actually has one that
you can download and import into it this event viewer log
file.

Q. Okay. So regardless of whether you used the custom
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scripts that you made or the more publicly-available software,
it confirmed that you had found these e-mail addresses used on
this computer; is that accurate?

A. That's correct. It's kind of a validation. You find it
one way using one tool, you want to see if you can find it
again using a second tool.

Q. And are you familiar with an IEF report?

A I am.

Q. Tell us what that is.

A So the forensic software is called Magnet. 1It's actually
changed names a couple of times. It's built by a retired
police officer out of Canada that pretty much puts things in
auto pilot. You point it at the forensic drive, it has a
bunch of boxes that are checked, you tell it to run. In about
two days you come back and you've got your results.

Q. And do you get to select what's in the IEF report? Like
does it include everything on the device or only certain
things that you choose?

A. It usually ships with everything checked.

Q. Were you able to briefly 1ook at the IEF report that was
provided in this case?

A. Briefly, yes.

Q About this device?
A. Yes.
Q

And were there things that were not included in that IEF
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report?
A. Correct.
Q. What were those things that weren't included?
A. The primary thing was the event logs. Again, the logs
are kind of a tattletale. 1It's keeping up with what you're
doing and when you've done it. And the particular report I
looked at did not have that contained.
Q. I mean, there could be valid reasons for not including
that; is that right?
A. There could be, yes.
Q. If you did not have those logs, would you be able to see

the teldrin23@icloud.com?

A. You could not.
Q. So that was only in those 1ogs?
A. That's correct.

Q. And Tater have you been able to l1ook at the full event
logs that we were provided in discovery?

A. Yes. There were two PDFs. One about 2,200 pages and the
one a little over 16,600 pages.

Q. Did they confirm or deny what you had found in the --
already?

A. It confirmed. I was able to put in the same e-mail
address and in those log files they were found.

Q. So you can tell that these e-mail addresses were used,

but just to be clear, can you tell for certain who was using
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the computer at that time?
A. No, I cannot.
Q. Was the information that you saw in the report consistent

with a sort of one-time use or did it l1ook 1ike it was someone
who was using it repeatedly?

A. I would say had used it more than once.

Q. And you said, I think, in your opinion that you thought
that it looked 1like the user was familiar with how to access
the account and having access to the username and password; is
that right?

A. Correct.

Q. Why 1is that your opinion?

A. Well, the information seemed almost too easy to find.
Putting in the search criteria and getting -- the results came
back didn't tell me that a person struggled with trying to
enter in a username or a password, it was readily available.
Q. And once the e-mail is logged into the computer, is there
any limitation on who can access it?

A. Not really. Again, you just have to have physical access
to it, lTaunch the browser, see what the history may say, click
a link. If you have remember me checked, it's going to take
you to it.

Q. And were you able to -- or did we ask you to review the
metadata from documents on this device?

A. You did.

UNITED STATES DISTRICT COURT - OFFICIAL CERTIFIED TRANSCRIPT




© © 00 N o o0 B~ W DN -

N DN N DN NN N A A a a @A a «a «a a .-
a A WO N -~ O ©W 00 N O 0o B WO NN -

Case 1:20-cr-00296-JPB-CMS  Document 1028  Filed 06/14/24  Page 49 of 145

202
Q. And were you able to do that?

A. I did.

Q. And --

THE COURT: Ms. Webster, let me interrupt you. I'm
sorry. We've had a request from someone for a comfort break.
So if you get to a stopping point in the next few minutes,
could you do that, please?

MS. WEBSTER: Absolutely. I can ask one more
question.

THE COURT: A11 right.

BY MS. WEBSTER:

Q. Did you find documents that had Gena Pyfrom's metadata on
it?

A. I did.

Q. And do you remember how many documents?

A. I don't recall.

MS. WEBSTER: That's fine. Thank you. We can stop
here.

THE COURT: Very well.

Let's try to take a break on the shorter end of our
breaks, everyone, okay? Closer to five than ten, if we can
all kind of hustle?

A11 right. Thank you. You're reminded of your
instructions for breaks. Thank you.

(The jury exited the courtroom at 3:22 p.m.)
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(After a recess at 3:23 p.m., the proceedings
continued at 3:31 p.m. as follows:)

THE COURT: You can bring the jury out, Officer.

(The jury entered the courtroom at 3:31 p.m.)

THE COURT: Y'all can be seated. Thank you.

Off the record.

(Off-the-record discussion.)

THE COURT: Back on the record.

MS. WEBSTER: Thank you, Your Honor.
BY MS. WEBSTER:
Q. Mr. Persinger, are you familiar with the concept of Apple

Continuity?

A. I am.

Q. What is that?

A. So Apple, obviously, came out with Apple Continuity. And
what it does 1is it allows multiple Apple devices to
communicate with each other so that if you're working on an
iMac, for example, on a Word document and it's at work and you
lTeave and you go home, well, if you've got a computer at home,
you can resume working on that document. And the idea is to
sync these devices all together so that you don't lose your
connectivity of whatever you're working on.

Q. Okay. So you gave an example of computers, but does that
also apply between different types of devices?

A. It is. It includes from the watch to the iPad to the
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iPod to the cellphone. A1l the Apple devices.

Q. So if I'm logged in with the same Apple ID on a phone and
a tablet, for example, what happens?

A. Well, they're going to sync together. You're going to
have very similar data on one device as the other device.
Q. And can you receive phone calls on a tablet if it's
Tinked to your phone?

You can.

What about on a watch?

You can.

And can WhatsApp be logged into on a tablet?

It can.

Do you know how that works?

I'm sorry?

How would that work, if WhatsApp is logged into a tablet?

> L > o > 0 » o »F

So once you do your credentials of logging into it and
leave it running, then if you do something on another device,
that information's going to be on that other device on that
WhatsApp app.

Q. So is it possible for someone to be messaging to someone

from a tablet on WhatsApp?

A. Yes.
Q. What if you have a phone that sort of isn't connected to
a phone number but you have -- you're still logged in on Wi-Fi

to an Apple ID, are you still logged in? Could you still
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access WhatsApp and other applications that rely on the
Internet?

A. Yes. And that's the key. As long as it has network
through the Internet connectivity, Apple Continuity is going
to continue to work. Even if it doesn't have an active phone
number, you can still use it to communicate back and forth and
receive information from other sources.

Q. If you are logged in on a watch, are you required to have
your phone close by in order for that watch to work?

A. It's an optional thing. As long as the watch has
Internet connection, it will still receive phone calls. It
will still receive text messages. It used to be, before Apple
Continuity, you had to have the two devices together, they
paired. And now, because of Apple Continuity, they can be in
different locations physically and still communicate.

Q Is that true for a tablet as well?

A It is.

Q. Like an iPad?

A It is.

Q Do you know how that type of call would show up on cell
site records?

A. Usually what the provider requires is to have an active
account, that's what's called the IMEI, International Mobile
Equipment Identifier. It is a unique serial number equivalent

to the provider. As long as there is an active IEMI (sic),
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then the devices that you allow to connect to your iCloud
account and through Apple Continuity, all the devices are
going to now connect. So if you get a phone call and you want
to answer it on a pad in a different area, as long as they
both have connectivity, you can do that.

Q. Okay. And so are you able to tell what device the calls
are coming from or being answered on?

A. Generally, no. Because, again, what the provider cares
about 1is that active IMEI number. That's the reporting device
to the provider.

Q. In this case did you have a chance to review the cell
site report that was provided by the government's expert?

I did.

And are you familiar with cell tower records as well?

I am.

Have you reviewed these types of records before?

I have.

About how many times?

> o > o > 0o »F

I don't know. Low hundreds. 200 times. Just about
every case now has somebody's cellphone records in it.

Q. And have you done the mapping of cell site pings and
things 1like that?

A. I have.

Q. What is the purpose of this sort of analysis?

A. Well, the big thing to remember about cellphone tower
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technology, it wasn't put in place to be a tracking device.
It's not GPS. It is for billing purposes. The cellphone
provider wants you connected. That's the bottom 1ine. And to
keep that connectivity going to the tower, the tower -- the

job of the tower is to do that, to make sure you stay

connected.

Q. You've reviewed the report; is that right?

A. I did.

Q. And so do you remember how it's marked with various

towers on the report?

A. Yes, I do.

Q. And are you able to tell from the report whether those
towers are actually working?

A. No.

Q. And why not?

A. Towers are just 1like everything else electronic. It will
go down. They will have issues. They do one of two things,
either have service updates or maintenance updates done to it,
for that reason, because towers can actually go offline.
Towers can actually be deconstructed and put out of service
permanently and something close by may be built to replace
that tower. So service and maintenance records are
exceedingly important to know the condition of that tower.

Q. And if they -- I mean, if the tower is pinged on the

report, is that evidence that it's working and everything is
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going smoothly?

A. No.

Q. And why not?

A. Again, because towers can fail. They can also have a
situation with what we call overcrowded. Remember, the job of
an Internet -- or the cellphone provider is to keep you
connected. And if a tower 1is overloaded, it's going to put
you on to a completely different tower.

So that tower, that new tower now's job is keep you
connected. And as you move, it may snap you to another tower.
But the thing to remember is that that tower's job has to keep
you connected because what a provider hates more than anything
is for dropped calls to happen, dropped calls, unhappy
customer, customer then goes to another provider.

Q. We heard earlier that if there was overcrowding on a
tower, that the call would still register or the records would
still reflect the initial tower hit. Is that your opinion or
your understanding?

A. No, it's not.

Q. And why not?

A. So to get in the weeds of this, the tower, once it's
achieved its ultimate capacity, it can't handle any more
callers, it actually goes back to what's called the switch,
the switch is located at the provider, and says I'm full.

Take a glass that holds 16 ounces, it can't take another drop
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of water. It's full.

So as it reports back to the provider, it says I'm full,
the -- the switch's job now is to find another tower that's
close by. So as a phone call is made and it sees this tower
that's full, it automatically is going to switch over.
Because if you think about if that tower that's full can't
handle you and it redirects you, what happens to billing? We
know that if we use a phone for ten minutes, it's on the tower
that it's talking to, not where it was bounced from. That's
because the switch has redirected that user to use that tower
that has the capabilities to do so.

Q. Okay. And based on the report, are we able to know which
towers were potentially overloaded or not at the time?

A. We don't.

Q. And is that important to know?

A. It's -- again, yeah, it's important because if we're
relying on the cellphone to be talking to a particular tower
to try to put an individual within the radius of that tower,
we need to have some assurance that that tower 1is operating
perfectly as it was designed to do.

Q. Is that a thing that you can know, whether the tower was

overloaded at the time?

A. Only if you were monitoring the tower at the time.
Q. What is a secondary tower?
A. So the secondary tower is the one that actually ends up
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with the call. 1It's the one that's handling it.

Q. So that's the one that would be on the report?

A. Generally. Because, again, once the tower that's full
puts you to that secondary tower, that's when your minutes
start. We may remember that back in the day the providers
were charging us by the minute because they were -- the towers
were incorporated for billing purposes. So when it bounced
you over to that other tower is what we call snapping, when

you snap over to that other tower, that's when your billing

starts.

Q. Are you familiar with the mapping software used by the
FBI?

A. I am.

Q. Do you have access to it?

A. It's a commercially available that I think Taw
enforcement exclusively can only obtain -- I've had it in

cases before, so I don't have a copy. I actually have my own
software.

Q. Are you able to assess the software to determine if it
was working?

A. No, I cannot.

Q. Okay. Are tower records normally produced by the carrier
when cell site information is requested?

A. I'm sorry, restate the question, please.

Q. The 1ist of towers, is that normally provided by the
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carrier or is that something you normally get from somewhere
else?

A. So generally the job of the provider is, yes, to keep up
with its towers. So when you send a subpoena to the provider
for records, you will get cell tower information that will
provide you latitude and longitude as to where that physical
location of the tower is.

Q. Okay. Do -- we heard testimony earlier about sectors for

cell site analysis. Do you know what I'm talking about?

A. I do.
Q. Can you explain that briefly? Just remind us.
A. Basic towers have three sectors, each by division of

120 degrees, making a full circle of 360. You have the alpha,
the beta and the gamma. Generally the alpha's job is pointing
more at the 0 or the 360, going northbound. And then it just
takes 120 degree turns to make each one of those sectors.

MS. CHAIKEN: Your Honor, may we approach briefly?

THE COURT: Yes.

(Bench conference commenced with the court reporter
present.)

MS. CHAIKEN: Your Honor, I've given a 1ot of leeway
on this 1line of questioning, but these are all undisclosed
opinions. The report was about the device, it's about Darrell
Thomas's device. There's not a single word on it about him

being a rebuttal expert on cell site analysis. None of what
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he's testifying about, and has been testifying about for the
past ten minutes, has ever been disclosed to us as something
he's going to testify about.

MS. WEBSTER: Well, as you know, Your Honor, we did
not get the report until two weeks before trial. And I don't
think rebuttal testimony is required to be disclosed in the
same way that evidence is. So this report that he testified
to initially was produced on our case-in-chief or was produced
before we even --

THE COURT: Maybe just talk a 1ittle bit Tower. The
whole idea is that they can't hear us.

MS. WEBSTER: Sorry. Sorry.

So it was part of our -- our report was disclosed
prior to getting the government's report. So obviously it
doesn't include rebuttal testimony because it was disclosed
first. And so I don't think that Rule 16 requires us to
disclose rebuttal opinion, especially given the time frame in
which we received the government's expert.

MS. CHAIKEN: Your Honor, Rule 16 requires disclosure
of expert records, whether they're in rebuttal or not.
Obviously we wouldn't have been able to complain if they gave
it to us three days ago because we gave them our report three
weeks ago. But they've obviously known before ten minutes ago
that their expert was going to offer opinions in response to

our expert.
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And unlike them, who had an hour to speak to our
expert on the phone earlier this week and find out exactly
what he was going to say and why and how he got there, we
didn't even know that he was planning on even talking about
cell site analysis.

MS. WEBSTER: Rule 16 doesn't require -- he has not
written a report, so there is no report. So it only
requires --

THE COURT: What's that? What were you saying,

Ms. Chaiken?

MS. CHAIKEN: So they're undisclosed opinions. The
fact that he didn't write a report about them, that's the
whole point. Rule 16 requires disclosure of the expert's
opinions.

THE COURT: Al11 right. I want to just sit down where
I can 1ook at the documents and talk to you all about this.
I'm going to send the jury back.

MS. CHAIKEN: Thank you.

(Bench conference complete.)

THE COURT: Ladies and gentlemen of the jury, I just
had a brief bench conference with counsel, but I think it's
something not quick and easy, so I'm going to need to talk
with them, look at all the documents and et cetera. So that's
going to necessitate my sending you back to the jury room.

Okay? Sorry.
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(The jury exited the courtroom at 3:48 p.m.)

THE COURT: And if I could have the witness step out
of the courtroom, please. Thank you.

(Witness excused from the courtroom.)

THE COURT: Y'all can be seated. Thank you.

A11 right. We had already started our discussion in
a bench conference, but I just wanted to hear from you in more
detail about this. And it didn't look 1like it was going to be
a quickie over at the bench conference, so let's expand on it
a little bit.

Ms. Chaiken, what do you think they should have done
and why do you think they should have done it, first off?

MS. CHAIKEN: Your Honor, Ms. Webster has said she's
almost done at this point. We just want to move on and wrap
it up. So if she's close to being done, rather than waste
time, you know, talking --

THE COURT: Okay.

Ms. Webster, how much more do you have on this 1line
of questioning?

MS. WEBSTER: Not long, Your Honor. Less than five
minutes. Maybe less than three.

THE COURT: Al11 right. Sounds 1ike the government's
withdrawing their objection based on that representation.
Therefore, we'll see where we end up. Okay. Very well.

Officer, if you can please bring back out the jury.

UNITED STATES DISTRICT COURT - OFFICIAL CERTIFIED TRANSCRIPT




© © 00 N o o0 B~ W DN -

N N DN DN DN DN 2 a0 v
OO A WO N -~ O ©W 00 N O 00 o O N -

Case 1:20-cr-00296-JPB-CMS  Document 1028 Filed 06/14/24 Page 62 of 145

215

Thank you.
(Witness recalled to the witness stand.)
(The jury entered the courtroom at 3:55 p.m.)
THE COURT: Al11 right. Y'all can be seated.
I understand the objection is withdrawn and,
Ms. Webster, you're going to move on. Thank you.
MS. WEBSTER: Thank you.
BY MS. WEBSTER:
Q. How far -- I want to talk about the distance that the
towers reach. Does that make sense?
A. It does.
Q. And so how far out from the tower will it collect phone
calls or receive phone calls? Does that make sense?
A. Yeah. Generally it's three to seven miles.
Q. Okay. And how do you know that?
A. Case experiences.
Q. Okay.
A. And part of CATIE, the Capture and Track Investigative
Evidence, I spent a 1ot of time studying towers.
Q. And is that what's informed your opinion as to how far
out they reach?
A. Yes.
Q. And if other people -- do some other people believe that
the distance 1is much shorter?

A. Yes.
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Q. And what accounts for that difference in opinion?

A. I -- I don't know why they have a difference of opinion.
It could be that they just don't know the tower's abilities.
Towers are really kind of regulated by FCC, the Federal
Communications, and if you don't go there, you don't
necessarily learn the output of a tower.

Q. So you have to go to the FCC to learn their full
capability; is that what you're saying?

A. That's where a 1ot of it is kept, yes.

Q. And is the -- when you have more towers in an area, does
that shorten the range that the tower will reach?

A. It doesn't necessarily shorten it, it just gives you
better coverage. If you think about watering your lawn, your
sprinklers are designed to water the lawn, but some sprinklers
may actually put out more water than other sprinkler heads
will.

The towers are very similar to that. They do try to
cater to a little heavier populations, so it might have more
output, where something that's more rural may not.

Q. And does the cell tower analysis, does that provide for
any exact locations?

A. No. 1It's approximate at best.

Q. And 1is there sort of, 1like, a radius that it's within or
how do we know?

A. Well, that's that three- to seven-mile radius that we're
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talking about. 1It's generally within that area. It's not
GPS. GPS is certainly going to get you within 50 feet. The
tower 1is just putting out signal to keep you connected.

Q. So can we tell exactly where the phone is?
A. No.
Q. And can you tell who was in possession of the phone?
A. No.
Q. Or any other device that's potentially being used?
A. No.
MS. WEBSTER: Can I have one second, Your Honor?
THE COURT: Yes.
MS. WEBSTER: We have no further questions at this
time.
THE COURT: Any cross?
MS. CHAIKEN: Yes, Your Honor. Thank you.
THE COURT: Go ahead.
CROSS-EXAMINATION
BY MS. CHAIKEN:
Q. Good afternoon, Mr. Persinger.
A. Good afternoon.
Q. My name is Tal Chaiken, I'm one of the prosecutors. It's
nice to meet you.
A. Nice to meet you.
Q. Did you previously prepare a report in this case?
A. I did.
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Q. And as far as your examination of Darrell Thomas's
Taptop, did your report contain all of the opinions you formed
in this case?

A. The best I recall, yes.

Q. And did you include all of the exhibits that you thought
were important and relevant to your opinion in that report?

A. I --I'msorry. Yes, I did. And I believe, if I recall
correctly, I did a supplemental report as well that included
references to some of those exhibits.

Q. Just to be clear, you're not giving an opinion in this
case as to who was using Darrell Thomas's device at any given
time; correct?

A. That's correct.

Q. You don't know whether Teldrin Foster and Darrell Thomas
worked on that laptop together, do you?

A. I do not.

Q. You're not offering an opinion about how Teldrin Foster's
Yahoo account ended up on that device, are you?

A. I'm only saying I know somebody had the username and
password. Beyond that, no.

Q. You don't know whether that person who had the username
and password was Teldrin Foster himself; correct?

A. That's correct.

Q. You don't know whether Teldrin Foster gave Darrell Thomas

the username and password to log the account in; correct?
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A. That's correct.

Q. You don't know whether Teldrin Foster was there with
Darrell Thomas and they logged into it together; correct?

A. That's correct.

Q. Now, in this case your assignment was to examine devices

that were seized from Darrell Thomas's residence; correct?

A. Correct.
Q. And how did you determine which devices you would
examine?

A. I started off by mounting all of them that I could, with
the exception of number 8. And because I had the search
criterias, I put those in on the devices. And when I received
a match, that was the drive that I focused on.

Q. How many devices did you receive to mount?

A. Best I recall, about 10. May have been 11.

Q. And in your report you specifically identified four
devices. You identified 1B8; correct?

A. That's correct.

Q. That's Darrell Thomas's laptop?

A. I believe so, yes.

Q. And you identified 1B15 as the BitLocker hard drive, the
hard drive that was encrypted using BitLocker; correct?

A. That was number 8.

Q. QATO08?

A. That's correct. The FBI assigns kind of a different
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numbering sequence.
Q And you reviewed QAT09; correct?
A I did.
Q And you found no evidentiary data there?
A. Correct.
Q And you reviewed QAT10; correct?
A That's correct.
Q And you reviewed -- you didn't find any evidentiary data
there; correct?
A. Correct.
Q. In your work 1is it important to analyze whatever devices

are available to analyze?

A. That I can get into, yes.

Q. And that's because if you don't examine all of the
devices that may have relevant evidence, your analysis would
be incomplete; correct?

A. Well, it wouldn't be necessarily incomplete. When the
government gives me what they believe are devices that they've
analyzed or made forensic images of, then that's the scope of
my work.

Q. And you can only offer opinion based on evidence you've
Tooked at; correct?

A. Correct.

Q. And if there's evidence you haven't examined, you don't

know how that evidence would impact your opinions; correct?
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A. Correct.
Q. And in this case you did not review Darrell Thomas's
cellphone, did you?
A. I did not.
Q. Why did you not review that cellphone?
A. I believe I didn't see any evidence that the government
did as well. A lot of times when I'm on the side of defense
it's to analyze what the government believes is its best
evidence.
Q. Did you ask Ms. Webster whether the government had
analyzed Darrell Thomas's cellphone?
A. I don't recall if I asked her or not. In the course of
my business, I would ask normally, but I don't know if I did
in this case.

And you're familiar with Cellebrite; correct?

I'm sorry, say it again, please.

You're familiar with Cellebrite?

Q.

A

Q

A. I am.
Q And you've used Cellebrite in your work?

A I have it, yes.

Q And it's a reliable software for extracting data from a
cellphone; correct?

A. Lately, no. 1I've actually had four iPhones, I've got

support tickets to support that, that it has failed on. So

I'm now using one of our proprietary tools to try to analyze
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those.
Q. Okay. And if Cellebrite does not fail, it extracts data
from a cellphone; correct?
A. Then it does correctly, yes.
Q. And in this case you were not given a Cellebrite
extraction for Darrell Thomas's phone?
A. Correct.
Q. Did you review any devices belonging to your client,
Teldrin Foster?

I did not.

You didn't review his cellphone?

I did not.

You didn't review any of his computers?

I did not.

A.
Q
A
Q
A
Q. Now, you examined Darrell Thomas's laptop; correct?
A That's the QATO02, yes.

Q And that was a Lenovo laptop; correct?

A Best I recall, yes.

Q It was not an Apple device; correct?

A Correct.

Q You offered some opinions about Apple Continuity and how
it works across watches and iPhones and iPods and iPads and
things 1ike that; correct?

A. Correct.

Q. But in this case you did not review any device that was
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an Apple device; correct?
A. The only things I did were the SIM cards. And they
were -- the best I recall, belonged to an Apple device, but
not the devices themselves.
Q. And you did not identify any Apple device in this case
that has Apple Continuity on it; correct?
A. Correct.
Q. Okay. So you were just generally telling the jury that
Apple Continuity is something that exists, right, and how it
works?
A. Yes.
Q. Okay. But that's not something that has any relevance to
any device you looked at in this case?
A. No.
Q. Now, when -- I want to be clear that you were asked to
Took for two different accounts on Darrell Thomas's device;
correct?

Across all devices.

And you found those on one device, the laptop; correct?

A.

Q

A. That's correct.
Q So can we 1limit our conversation now to the laptop?
A Yes.

Q So you were asked to look for the
teldrin_foster@yahoo.com account; correct?

A. Yes.
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Q. And for the teldrin23@icloud.com account?
A. That's correct.
Q. Okay.

MS. CHAIKEN: If you could please publish Defense
Exhibit F23I, Ms. Holland.
BY MS. CHAIKEN:
Q. This is one of the exhibits that you prepared; correct?
A. Yes, it is.
Q. And it shows log-ins or accesses to the Teldrin Foster
Yahoo account on Darrell Thomas's device; correct?
A. Correct.

MS. CHAIKEN: And if you could go down to page 4,
Ms. Holland.
BY MS. CHAIKEN:
Q. Do you see there there's -- May 19th, 2020, there 1is a
lTog-in to Yahoo? That's the earliest log-in to the Yahoo
account that you found on Darrell Thomas's device; correct?
A. It appears so, yes.
Q. So before May 19th of 2020, you didn't find anything on
Darrell Thomas's device related to this Teldrin Foster Yahoo
account; correct?
A. Correct. But, again, the Internet history that is stored
within the data does what we call FIFO, first-in, first-out.
So it flushes anything that may have been older to get ready
for the newer data that's coming in.
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Q. And you just don't know whether it was there or not
before; correct?
A. That's correct.
Q. You have no -- you haven't seen anything in the device to

show that it was there before May 19th; correct?

A. Correct.

Q. Okay. Now, you -- your examination of Darrell Thomas's
computer didn't identify any evidence of hacking; correct?
A. It did not.

Q. You did not identify any evidence that the password for
the account was changed?

A. I did not.

Q. You did not identify any evidence that the security
questions were changed?

A. I did not.

Q. You did not identify any evidence that the contact
information was changed; correct?

A. I did not.

Q. Okay. You found evidence that someone who knew the
username and password logged into the account on Darrell
Thomas's device; correct?

A. That's correct.

Q And, again, you don't know who that was; right?

A. That's correct.
Q

For example, if I'm working on a document in my office
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and you examined my computer, you'll see that I created that
document; right?
A. Yes.
Q. You'll see that there's a document on my computer; right?
A. Correct.
Q. But that doesn't tell you whether Mr. Kaushal and
Mr. Moore were standing in the office with me and we were
working on it together; right?
A. That's correct.
Q. Okay. Al11 you know 1is it's on the computer but not who
had anything to do with it?
A. That's correct.

MS. CHAIKEN: Now, if you could go to F23C, please.
BY MS. CHAIKEN:
Q. This was a bank statement that you attached as an exhibit
to your report; correct?
A. Yes.
Q. And can you just tell me again what your opinion is as it
relates to this document?
A. Well, I found that it was directly related to when an
individual logged into the Yahoo account.

MS. CHAIKEN: Okay. And so if we can publish Defense
Exhibit F23H. And if you could just pull out the content
there. And if you can just pull out the title, sorry, from
the top.
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BY MS. CHAIKEN:
Q. Is this a document that you prepared to show the file
being accessed shortly before the e-mail account access?
A. If you're talking about 1line item number 1 and 2, I
believe that's the PDF, yes.
Q. So line items number 1 and 2 are this Bellator Phront
Group Wells Fargo bank statement?
A. I believe so, yes.
Q. And based on the proximity and time here, you've
concluded that the person who was accessing this file was
also accessing the Yahoo e-mail account?
A. Correct.
Q. And what date was that on?
A. The Yahoo was on the 19th of May, 2020, at 21:31. And
it's worthy to note that's the LNK. So it's not actually
accessing the Yahoo itself by going to mail.yahoo.com, it's
accessing a LNK file that's on the computer. So it follows
after that. The LNK file is 1like a physical file that's on
the systenm.
Q. And you didn't analyze any other devices to determine
what else was done with this file, this Bellator Phront Group
bank statement; correct?
A. That's correct.

MS. CHAIKEN: If you could please publish Government

Exhibit 2338 side by side with Defense Exhibit F23H. And if
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you could pull out the middle message, please, Ms. Holland.
And if you could pull out that file name on Mr. Persinger's
report.
BY MS. CHAIKEN:
Q. Mr. Persinger, do you recognize the message on the left
as something that l1ooks 1ike it comes out of Cellebrite?
A. Well, based on that exhibit alone, I can't tell it's
Cellebrite. I can tell that it's part of WhatsApp.
Q. Okay. I'11 represent to you that it was previously
admitted in this case as a WhatsApp message.

Do you see that it says that it's a WhatsApp message from
Darrell Thomas to Teldrin Foster -- to Teldrin?
A. I'm sorry, which --
Q. On the left in the message do you see at the top there
where it says, From DJ to Teldrin?
A. Yes.
Q. And then do you see the date there at the bottom that
says May 19th?
A. Yes.
Q. And that's the same date as the file was downloaded on
Darrell Thomas's laptop; correct?
A. Correct.
Q. And if you 1ook at the title.

MS. CHAIKEN: And, Ms. Holland, if you could

highlight the title in the text message.
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BY MS. CHAIKEN:

Q. Do you see the title there is
EF1E334B665248A5B5550D63A465C1D9?

A. Yes, I see that.

Q. And that's the exact same file name as the file name that
was on Darrell Thomas's laptop; correct?

A. Correct.

Q. Okay. So you didn't consider in your opinion in any way

that on the exact same date that this document was downloaded
from Darrell Thomas's -- on Darrell Thomas's device, it was
also messaged via WhatsApp to Teldrin Foster; correct?

A. Well, that's correct, because I didn't have access to
that phone data.

Q. Right. Because nobody provided you with the phone;
correct?

A. Correct. And whoever analyzed it didn't do any kind of
report that I saw that related to that either.

Q. Right. But you're not testifying a report wasn't
prepared; correct?

A. Well, no. But, again, part of my job would be to read
reports, if it's a Rule 16 or Rule 26, depending on the venue,
the -- to see if there's an expert report involved. If there
were an expert report, I would have asked to see the data.

Q. Okay. But did you ask to see the Cellebrite extraction

from Darrell Thomas's phone?
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A. I did not.

MS. CHAIKEN: Now, if you could pull out 2338A side
by side with F23C.
BY MS. CHAIKEN:
Q. So, Mr. Persinger, on the left 2338A 1is the -- what was
sent in that WhatsApp message that we just looked at from
Darrell to Teldrin on May 19th. And on the right 1is your

exhibit that you attached to your report; correct?

A. I believe so, yes.
Q. And those are the same document; correct?
A. With the exception of what 1ooks to be the account

redaction, I would agree.

Q. Does knowing that Darrell Thomas sent this document to
Teldrin Foster on the exact same day as that file was accessed
on the account influence your opinions in any way as to who
may have been using the computer?

A. No. Because, again, I don't know who had possession of

the cellphone when the document was sent.

Q. And you're not opining about who was using anything;
right?

A. That's correct.

Q. You're just saying what was on Darrell Thomas's device?
A. Correct.

Q. So the jury 1is going to have to look at other evidence to

determine who was actually using any particular device at any
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particular time; correct?
A. I would agree with that.
Q. Now, you also testified very briefly that you found
metadata on Darrell Thomas's laptop; correct?
A. Correct.

MS. CHAIKEN: And if you could publish Defense
Exhibit F23F.
BY MS. CHAIKEN:
Q. Is this an exhibit that you prepared and attached to your
report that had some documents with metadata?
A. Yes.
Q. And metadata for a file does not necessarily mean a file
was created on the device itself; correct?
A. I would agree with that, yes.
Q. So going back to my example, if I'm working in my office
on my computer and I create a document, if I were to then
e-mail that document to Ms. Webster and she downloaded it,
there would now be a document on her computer with my metadata
on it; correct?
A. That would be correct. As long as she didn't open it and
change it, remove the metadata, yes.
Q. And that wouldn't be an indication that I used
Ms. Webster's computer; correct?
A. That you were the author of that document. Not

necessarily using the computer but authored that document.
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Q. It would be evidence that Ms. Webster has a document on
her computer that I was the author of; correct?

A. Not necessarily. Because, again, especially when we're
talking about a Word document in your example. There would be
what's called a cache version of the document that I would
find that would also align that says this document was
actually factually created on this computer.

Q. Okay. So you've included this 1list of metadata or
documents with metadata. And some of them don't have
metadata; correct?

A. That's correct.

Q. And you identified two documents that were -- that listed
Gena Pyfrom as the author; correct?

A. Yes.

Q. And those were documents that were downloaded onto the
device, weren't they?

A. They were found on the device, yes.

Q. And they were downloaded to the device, as opposed to
being created on the device; correct?

A. I can't say the source of where it came from. I only
know that it is found on the computer.

Q. And you're not opining that they were created on the
computer; correct?

A. No.

Q. Okay.
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MS. CHAIKEN: If you can go down to page 2,

Ms. Holland.

BY MS. CHAIKEN:

Q. There's a 1ot of documents that have no metadata on this

computer; correct?

A. That's correct.

Q. So that tells you nothing about who had anything to do

with creating them; right?

A. That's correct.

Q. And, in fact, Darrell Thomas's name actually doesn't

appear in the metadata; correct?

A. No. That's correct.

Q. And you know that this is a device that was seized from

Darrell Thomas; correct?

A. That's correct. However, you control who you want to

show as the author. Mine shows Peter Pan.

Q. Exactly. So the metadata really tells us very little

about who had anything to do with the creation of a document;

right?

A. Well, yeah, to that extent. However, when you're looking

at the document and you've got a person's name that may be

associated with the case, it kind of fits, because most people

don't change metadata.

Q. Right. But you're not testifying that Darrell Thomas had

nothing to do with any of these files because his name isn't
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on the metadata; correct?

A. Correct.

Q. So the absence of metadata with someone's name doesn't
mean that they were uninvolved in any of these documents;
correct?

A. Correct.

MS. CHAIKEN: Let's go to page 5 of this exhibit,
please. And if you could pull out file number 294, down at
the very last page.

BY MS. CHAIKEN:

Q. This is one of the documents that you identified as
having Gena Pyfrom listed as the author; correct?

A. That's correct.

Q. And did you do any investigation in your analysis to
determine where that file came from?

A. No, I did not.

MS. CHAIKEN: If you could please publish Government
Exhibit 2428 -- and, I'm sorry, stay on this one for one
second.

BY MS. CHAIKEN:
Q. The file name is 2020 Jan-Feb Payroll Report by

Employee.x1s; correct?

A. Yes.
Q. It's an Excel spreadsheet?
A. It is.
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MS. CHAIKEN: And if you could please publish
Government Exhibit 2428.
BY MS. CHAIKEN:
Q. Do you see that this is an e-mail from
gjpyfrom@gmail.com?
A. I do.
Q. And it's an e-mail that was sent to Darrell Thomas and to
teldrin23@icloud.com?
A. It appears, yes. It doesn't have a header, but based on
the two, yes, I would agree with that.
Q. And the attachment was a file that was called 2020
Jan-Feb Payroll Report by Employee.xls; correct?
A. Yes.
Q. Okay. So this file that you found on Darrell Thomas's
device was e-mailed to Darrell Thomas and to the Teldrin 23
iCloud account; correct?
A. Based on the two, yes, I would agree with that.
MS. CHAIKEN: Could you go back to F23F, please.
BY MS. CHAIKEN:
Q. How did you choose which files to include in this Tlisting
of files from the computer?
A. The best I remember is they were -- I think -- I recall
them being in the downloads folder. And I just basically did
a select all.
Q. Okay. And looking at these file names, do you see that
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there are various file names related to PPP loans and tax
documents and things 1like that?

A. Yeah. And it appears to have some that have been
deleted, but yes.
Q. Okay. And did you analyze any other devices to determine

anywhere else these files may have gone?

A. I did not.

Q. If you had access to other devices, that could have
helped you see if there was correlation between what was
happening on Darrell Thomas's device and what was happening on
other devices, wouldn't it?

A. To a degree. Again, my assignment was to look for the
e-mail address, see where I could find a match to it, and that
was that QAT02, and then search that device for any files that
may be, you know, relevant.

Q. Okay. And your assignment really wasn't to try to figure

out whether Teldrin Foster had access to any of these files;

correct?
A. Or Darrell Thomas for that matter, yes.
Q. You just were typing in search terms to see what was on

the laptop?
A. Correct. Knowing where the device came from and that was
pretty much the Timit of it.

MS. CHAIKEN: If you could go to page 6, 1line 313,

please. And just pull that one out. Just the title is fine.
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Thank you.
BY MS. CHAIKEN:

Q. You see that this file name starts with 33B2E3D2?

A. I do.

Q. And that file has no metadata associated with it at all;
correct?

A. Correct.

Q. Okay. So you don't know who was involved in creating,

accessing, modifying it; correct?
A. That's correct.

MS. CHAIKEN: And if you could please publish this
side by side with Government Exhibit 2300, page 307. And if
you could just pull out that 1ine 313 again. And if you could
pull it out in that message -- and if you could pull it out in
the message at the top there, please.

BY MS. CHAIKEN:

Q. Do you see there that Darrell -- Darrell -- DJ sent to
Teldrin a document with the title 33B2E3D2, ending in A166,
that's the exact same file that you've identified on your file
Tist from Darrell Thomas's Taptop?

A. Yeah. Again, I see that 1243 looks 1like it was sent to
8218, but I don't know who's behind the devices. But I would
agree with that.

Q. And you didn't consider in your analysis the fact that

Darrell Thomas sent this -- this same exact file via WhatsApp
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to Teldrin; correct?

A. No. I see that it is a file that's on the system that I
analyzed.

Q. Correct. You see that it's the same file that you
analyzed, correct, same unique string of many numbers?

A. That's correct.

Q. If you could take a look at --

MS. CHAIKEN: If we could just do page 8 side by side
with Government Exhibit 2330 -- sorry, let's skip that one.

Let's go to page 7 -- we already did that one.

Page 7 side by side with 2334. And if you could pull
out lines 378, 379 and 381, please. And if you could also
pull out -- is there a way to pull out all three messages?

BY MS. CHAIKEN:

Q. Here on your file list you've got various files that have
names like backup_image_stamped 01 or 02; correct?

A. Yes.

Q. And do you see that Darrell Thomas sent Teldrin via
WhatsApp those same files with those same file names?

A. Well, again, it seems to be coming from 1243 to 8218,
yes.

Q. And the jury 1is just going to have to rely on other
evidence to determine who was controlling that 8218 number;
correct?

A. Correct.
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Q. And you didn't review any phones associated with that
8218 number?

A. I did not.

Q. And you didn't review the device associated with the 1243
number that was seized from Darrell Thomas's home; correct?

A. I did not.

MS. CHAIKEN: If you could 1ook at page 6. If we
could go back to page 6 of F23F side by side with 2339. And
if you could pull out Tines 335 and 336, please. They're
down -- thank you.

BY MS. CHAIKEN:

Q. And this is another set of messages where Darrell Thomas
sent Teldrin Foster a file with the exact same name as the
file name that you put in your file list; correct?

A. I'm sorry, I don't see the DOC file name.

Q. I'm Tooking at the title Abacus Tech August 2018.pdf.

A. Okay. But the file name says it's DOC-20200421-W,
whiskey, A, Adam, 0012.

Q. Okay. And are you familiar with the fact that when a
document is sent through WhatsApp, it has a naming convention
that matches up with the date and then WA, WhatsApp, with then
a series of numbers?

A. So that would be the number that if it's sent through I
would expect to find on the computer.

Q. Okay. But do you see where it says title, Abacus Tech
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August 2018.pdf?

A. I see the title, but I see the name of the file being
different.

Q. Okay. So would you 1like to see the documents so that you

can verify they're the same ones you found on the document?
A. I'm using your exhibits.
MS. CHAIKEN: Okay. Let's please pull up 2339A.
BY MS. CHAIKEN:
Q. This is the Abacus Technology bank statement that Darrell
Thomas WhatsApped to Teldrin Foster that we just looked at.
Is that the file that you found on Darrell Thomas's device?
A. I didn't open up the rest of the file. The only one I
did is the one that I made the exhibit of.
Q. Okay. So you just don't know whether it's the same file?
A. I don't know the content.
Q. Okay.
MS. CHAIKEN: Could I have one moment, Your Honor?
THE COURT: Certainly.
MS. CHAIKEN: And if we could go back to F23I,
please.
BY MS. CHAIKEN:
Q. Mr. Persinger, you testified that you didn't find Yahoo
log-ins earlier than May 19th of 2020 because the Internet
history deletes and writes over itself; correct?

A. Correct.
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MS. CHAIKEN: And if you could scroll down,
Ms. Holland, all -- I guess to page 12.
BY MS. CHAIKEN:
Q. Do you see Internet history there going back to December

of 2018?

A. Yes, I see that.

Q. Okay. So at least back to 2018 there's existing Internet
history; correct?

A. Well, that could be just a bookmark, which would be
totally different than a person's interaction with the web
browser.

Q. Did you determine that these were all bookmarks from
20187

A. I didn't classify them as bookmarks at all, just Internet
history files and references.

Q. A1l right. I want to switch gears.

Mr. Persinger, you're familiar with Adobe's products;

correct?

A. I am.

Q. You use Adobe in your work?

A. ITlustrator primarily. And the PDF reader.

Q. And that's -- the PDF reader is through Adobe Acrobat?
A. I'm sorry, ask it again, please.

Q. The PDF reader is through Adobe Acrobat?

A. Correct.
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Q. And, in fact, you used Adobe Acrobat to create your
report in this case; correct?

A. No, I did not.

Q. Well, it was provided to us as a PDF.

A. Well, it converted to a PDF, but I use a different
program to do that.

Q. And then you converted it to a PDF using Adobe; correct?
A. I did not.

Q. Okay. Someone else converted it to Adobe?

A. Yeah. So Adobe is not the only one that creates PDF
files.

Q. Okay. And the domain www.adobe.com, that's a domain
that's associated with Adobe and its suite of products;
correct?

A. Correct.

Q. Okay. And other domains that end with adobe.com, those
are also domains that are associated with Adobe; correct?

A. Correct.

Q. Okay. And so the domain auth.services.adobe.com would be
a domain that's associated with Adobe; correct?

A. I would agree with that.

Q. Okay. So I'm a 1little confused, Mr. Persinger, because
I'm Tooking at your report. And your report says that the
data on the computer supports that the computer user was, in
fact, accessing the teldrin23@icloud.com account. Do you
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recall saying that in your report?

A. I do.
Q. And you said, As shown in Exhibit 9; correct?
A. Correct.

MS. CHAIKEN: If you could publish F23R, please.
BY MS. CHAIKEN:
Q. This is your Exhibit 9; correct?
A. It is, yes.
Q. This is the one that your report says shows that it
was -- that the user of this laptop logged into the iCloud
account; correct?

Correct.

And teldrin23@icloud.com is an e-mail address; correct?

A.

Q.

A. It is.
Q It's an iCloud-based e-mail address?

A It is.

Q And all three of these events that you've included here
in your Exhibit 9, they 1list the resource as https
auth.services.adobe.com, don't they?

A. I see that, yes.

Q. So these are not attempts to log into an e-mail account,
are they?

A. They could be, but it could be that the document was

being checked to see if it was digitally signed.

Q. Doesn't this look 1ike someone's trying to log into an
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Adobe account with the username teldrin23@icloud.com?

A. It shows to me that somebody's trying to access the
teldrin23@icloud.com.

Q. This isn't happening on www.icloud.com, is it?

A. No, it's not.

Q. And this was happening at auth.services.adobe.com;
correct?

A. It could be simply that somebody was in teldrin23@icloud
and accessing that website while in that iCloud account.

Q. There 1is nothing that you found on the device that shows
that this device was ever logged into the teldrin23@icloud.com
account; correct?

A. It's part of the security log. The security log is
authenticating a user that was using Teldrin 23 and then to
get into the Adobe website that you pointed out.

Q. This security log doesn't reflect that anybody was ever
lTogged into the iCloud e-mail account, does it?

A. My opinion is the identity is that of teldrin23@icloud.
That says that somebody -- because it's in the event viewer
for security that somebody was authenticated.

Q. So, Mr. Persinger, I can go to my bank's website, right,
chase.com?

A. Okay.

Q. Right? And I can -- my username on my bank is my e-mail

address; correct?
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A. Okay.

Q. So I can type in my username, my e-mail address, and then
I can type in my password. And then when I click enter, I'm
going to be inside my bank account; correct?

A. Yes. And then if you go open up a new tab and go to log
into Adobe, it may assume that you're using the Teldrin 23 or
using your e-mail address.

Q. There's not a single event in the security log on this
computer that shows the resource as icloud.com; correct?

A. No. 1It's saying that the identity was, in fact,
authenticated.

Q. There's nothing in here that says the identity was
authenticated, is there?

A. It's part of the security.

Q. Right. And weren't --

A. Not the event log.

Q. Weren't these security logs, in fact, generated because
all three of these were failed attempts to log into Adobe
using the iCloud account, the iCloud identity?

A. I don't see where it says it failed.

Q. Well, have you looked at the -- at all of the codes that

were returned in the security event log?

A. No. I'm only concerned about the identity of the e-mail
address.
Q. And did you 1ook up these return codes to determine if
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any of them are associated with a failed log-in attempt?

A. I did not.

Q. Okay. So you just don't know whether these were
successful or not?

A. Well, it's in the log file, so I'm assuming -- I'm making
the opinion that they are, in fact, authenticated.

Q. So your opinion is that every time something shows up in

the security log, it's a successful log in attempt?
A. Under this situation, I am.
Q. Okay. And so your opinion is that there's not security
Togs generated when there's a failed attempt to log into an
account?
A. Well, it wouldn't have the same event ID number.
Q. You just testified you didn't 1ook into any of these
codes or the event ID numbers.
A. In the code -- in the event data box you're referring.
I'm referring to the event ID.
Q. Okay. Well, let me just ask you this, Mr. Persinger: If
one -- if this event was a successful log in, why would there
be two more right afterwards, seconds later?
A. That's something you'd have to ask the user.
Q. Okay. And you had --

MS. CHAIKEN: You can go back to F23I, please, real
quick.

BY MS. CHAIKEN:
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Q. This was the exhibit that you attached to your report
that showed all of the activity inside of the mail account for
the Yahoo account; correct?

A. It is.

Q. It showed access to messages; correct?

A. Ask that again, please.

Q. This -- your printout, your exhibit showed that there
were messages being read in the Yahoo account?

A. That's correct.

Q. And that the account -- the user was actually interacting

with the Yahoo mail account?

A. There was human interaction with it, yes.
Q. You don't have a similar printout for the iCloud account;
correct?

A. I do not.
Q. Now, the security event log, that's a log of all
security-related events, 1like logging into or logging out of
accounts; correct?
A. Typically, yes.
Q. And you --

MS. CHAIKEN: If we can go back to F23R, please.
BY MS. CHAIKEN:
Q. These are the three events that you found that referenced
teldrin23@icloud.com; correct?

A. Correct.
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Q. In your direct testimony you said that you reviewed
2,200, approximately, pages of event logs; correct?

A. That your office provided, yes.

Q. When did you review those?

A. Wednesday I think it was.

Q. Okay. And before you reviewed that, you did your own

independent analysis of the computer; correct?

A. That's correct.

Q. That's how you generated your report?

A. Correct.

Q. And you looked at security event logs because that's

where you pulled this data from; correct?

A. Well, I didn't 1ook at the entire 1log. I only looked at
what I got the match to the e-mail address of.

Q. Okay. And at that time what you said in your report was
the event viewer logs are chronologically organized by date

and are set to be quickly purged, didn't you?

A. That's correct.
Q. And you later again said -- you said the event viewer
logs -- when you were talking about the iCloud account, Event

viewer logs produced a positive return; however, because these
logs are set to quickly purge, the list is limited; correct?
A. Correct.

Q. Okay. So you were saying you just didn't find a 1ot of

references to the iCloud account because it was purging;
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correct?
A. Correct.
Q. And what was your basis for saying that it was purging?
A. The event viewer log file is only 20 megs in size. This

particular hard drive was 256 gigs. So you would roughly have
12,800 copies of that event viewer log file if it kept
everything. So because of that, the 20 meg file does quickly
FIFO, first-in, first-out, purges information.
Q. And, Mr. Persinger, the laptop that you reviewed, it had
a software install update on April 30th of 2020; correct?
A. I don't recall if it did.
Q. Would it refresh your recollection to 1ook at your
report?
A. Yes, it would.

Could you ask the question again now that I've seen that.
Q. The Taptop that you reviewed had new software installed

on April 30th, 2020; correct?

A. Correct.
Q. And I just -- I want to make sure this is clear to the
jury with this event viewer issue because, again, your -- what

you said in your report was that the reason there aren't more
iCloud references on this laptop is because they were quickly
purging; correct?

A. Correct.

MS. CHAIKEN: Your Honor, I'm going to move to admit
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Government Exhibit 2983, which was previously authenticated by
Candace Hunter.

MS. WEBSTER: No objection.

MR. MARSHALL: No objection.

THE COURT: It's admitted.
BY MS. CHAIKEN:
Q. Mr. Persinger, I'm going to bring you a physical copy of
it, okay, so that the jury can see the event viewer log.

MS. CHAIKEN: If you could publish 2983 on the Trial
Director as well, please.
BY MS. CHAIKEN:
Q. 2983 is the event -- the security -- just the security
event logs for this computer, okay.

That's what you previously reviewed on Wednesday?

A. I believe so, yes.
Q. And you determined that those are the security event logs
from this computer?
A. Correct.

MS. CHAIKEN: And if you can go to page 1, please,
Ms. Holland. And if you can just pull out that top -- top
line, please, that top entry.
BY MS. CHAIKEN:
Q. This is the first security event log that's in this
2,200-page document; correct?

A. Yes. Yes.
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Q. And it's dated April 30th of 20207
A. That's what's in there, yes.
Q. And that's the date that the software was installed, the
new software on the computer?
A. That's correct.
Q. So this -- the event viewer log goes all the way back to
the very first day that this computer had this software on it;
correct?
A. It appears so, yes.
Q. Nothing was purged; right?
A. Well, I don't know. 1I'd have to 1ook through and look at
each event log to see, you know, what's being recorded, what's
not because Microsoft may not keep each individual ID, it may
only purge certain portions of that while maintaining the
integrity of the file.

MS. CHAIKEN: If you could go down to 1,134, please.
BY MS. CHAIKEN:
Q. This is about halfway through the event viewer log;
correct, Mr. Persinger?
A. I would agree with that.

MS. CHAIKEN: If you can pull out that third entry
down, please.
BY MS. CHAIKEN:
Q. This is one of those references to the Teldrin 23 iCloud

account in Adobe; correct?
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A Yes.

Q. This is one of the ones that you found?

A. It is.

Q And it's surrounded by other security event log files,
isn't it?

A. When you say "surrounded," you mean top and bottom?

Q. Well, there's about 1,133 pages before it, and, you know,
about 900 pages after it of other event logs; correct?

A. Correct.

Q. And looking at this 2,200 pages of event viewer logs, you
don't have a basis to say anything was set to be purged on
this device; correct?

A. I know that Microsoft does that based on only its file
size, but it could be also based on the event ID number. What
you've given me is the plethora of all the event IDs, not
specific to the ID itself.

Q. And you also reviewed a 16,000-page event log that was
not just the security events, but other kind of events as
well; correct?

A. That's correct.

Q. And those were all also on the computer, just going back
to April 30th; correct?

A. Correct.

Q. 16,000 pages of event logs?

A. Correct.
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Q. Okay. And despite that, your opinion here is that there
must have been something that was deleted that said iCloud in
it. Am I understanding that?
A. That's correct, I mean, if we want to make the leap that
a person only tried three times to get into the account and
then stopped, based on what you're saying. I say that the
account was authenticated three times. They could have left
it open, it wouldn't rerecord into the service -- into the
event log.

MS. CHAIKEN: May I have a moment, Your Honor?

THE COURT: Certainly.

MS. CHAIKEN: Can we pull F23F back up, please.
F23F. Nope, not what I meant. Sorry. F23R.
BY MS. CHAIKEN:
Q. I just want to make sure that this 1is totally clear to
the jury, Mr. Persinger.

You keep referencing someone being in the account.

Is it your testimony that these event logs here for
auth.services.adobe.com were caused by someone being logged

into the Teldrin 23 iCloud e-mail account?

A. I'm saying somebody used that e-mail address and was
authenticated.
Q. You are not saying that someone logged into the e-mail

account teldrin23@icloud.com with that e-mail address and the

password for the e-mail account; correct?
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A. Correct. I'm saying it was authenticated. Wherever
you're at, it's -- obviously it's authenticated.
Q. And it was authenticated on Adobe; correct?

A. Well, I can't say that. I don't have the Adobe log files
to make that determination.
Q. So basically what you're saying is that somebody typed in
the letters teldrin23@icloud.com on this computer somewhere
where you don't know; correct?
A. That part I would agree with, but I'm saying they're
authenticated. Wherever they're at, they're authenticated.
Q. But you testified you did not look at any of these event
codes to determine if they were actually authenticated;
correct?
A. That's correct. But it's in the event security log, it's
my opinion that it was authenticated.

MS. CHAIKEN: I have nothing further, Your Honor.
Thank you.

THE COURT: Mr. Marshall, did you have anything?

MR. MARSHALL: No, Your Honor.

THE COURT: Ms. Webster, any redirect?

REDIRECT EXAMINATION

BY MS. WEBSTER:
Q. Mr. Persinger, can you explain what you mean by it was
authenticated, the iCloud account being authenticated?

A. Username and password are generally the two elements
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required to authenticate somebody.

Q. Okay. So your opinion is that someone logged into -- had
the username teldrin23@icloud.com and then a password for that
e-mail address; is that right?

A. To get authenticated, yes.

Q. So the government put this stack of paper in front of you
to talk about the event log; is that correct?

A. Yes.

Q. And I think the implication is that the files were not
quickly purging. Is that what you understood that to -- that
Tine of questioning to be about?

A. That's correct.

Q. Explain what you mean by the log files quickly purging,
despite the fact that there are 2,200 pages of it.

A. Well, it may find an event log ID number and that
information purges simply because if a person's logged in,
stays logged in, the log file doesn't need to rerecord that
information, so slowly it will purge.

Q. And so you're not saying -- when you say that the log
files purge quickly, you're not saying that there's no record
of all the different log files; right? You're saying that for
the one event ID that that file purges and is re-created so
there's only one of those. Am I understanding that correctly?
A. That's correct.

Q. So the fact that there are 2,200 other pages of other log

UNITED STATES DISTRICT COURT - OFFICIAL CERTIFIED TRANSCRIPT




© © 00 N o o0 B~ W DN -

N DN N DN NN N A A a a @A a «a «a a .-
a A WO N -~ O ©W 00 N O 0o B WO NN -

Case 1:20-cr-00296-JPB-CMS  Document 1028 Filed 06/14/24 Page 103 of 145

256

files has nothing to do with your opinion that for this log

file it can quickly purge and so that it would only be there

once?
A. That's correct.
Q. Okay. You were also asked about the Internet history

going back to 2018. Do you remember that 1ine of questioning?
A. I remember.
Q. And so there was a suggestion, I think, that if there
were prior log-ins from -- from May of 2020, you would see
that; 1is that right?

That's what the -- yes.

That was suggested.

Yes.

A.

Q

A

Q. And is that accurate?
A No, it's not.

Q Why not?

A FIFO, again, first-in, first-out. Internet history can
purge itself. It can take certain entries and they'd be gone.
Q. Okay. So, again, because there's -- the fact that there

are other entries on the web history going back to 2018 does

not change your analysis about the Yahoo log-in; is that

right?
A. That's correct.
Q. Because even if there were prior -- prior log-ins on that

Yahoo account, then there still may be only the one file even
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if there are other notations or other logs for other websites;
is that right? Did I explain that correctly?

A. Right. Other entries.

Q. Other entries; is that correct?
A. That's correct.
Q. Okay. And do you remember a series of questions where

you looked at the files that were on this computer and then
you looked at the WhatsApp messages?

A. Yes.

Q. And so do you recall that the files were downloaded on --
or were accessed on the computer and then they were sent via
WhatsApp?

A. Correct.

Q. Correct? Okay.

And so does that suggest, though, that you remember that
they were being sent by Darrell Thomas, right, or that's who
had access to the WhatsApp messages?

A. Correct. That was the inference.

Q. Okay. And so the fact that those messages -- those files
were being accessed on the computer and then being sent via
WhatsApp, does that suggest to you that Darrell Thomas is the
one using that laptop?

A. It may suggest it, but it doesn't actually say that
that's the person in the seat at the keyboard.

Q. Okay. Does the fact that the files, right, are being
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downloaded and then sent to Teldrin Foster's WhatsApp account,
does that suggest that Teldrin Foster is the one accessing the

computer too?

A. No.

Q. It sort of supports the opposite; correct?

A. Yes.

Q. Okay. I think you were asked about what sort of devices

that you had looked at; is that right?

A. Correct.

Q. And do you recall that when I reached out to you about
working with us on this case, I was concerned about the format
of the materials that had been provided to us?

A. That's correct.

Q. Because I could not view them or make sense of them; is
that right?

A. Correct.

Q. So I felt 1ike I needed an expert to help me understand
what was on the devices; is that correct?

A. Correct.

Q. So you're familiar with Cellebrite; is that right?

A. I am.

Q. So the fact that -- and is that program -- are the
reports that you get from Cellebrite, is that easily
accessible, is that something a lTayperson can use?

A. A Tayperson can use.
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Q. So is it fair to say that I didn't send you the
Cellebrite report because I could access that?

MS. CHAIKEN: Your Honor, objection. Leading and
calls for speculation.

MS. WEBSTER: I can rephrase the question.

THE COURT: Very well.
BY MS. WEBSTER:
Q. To your knowledge, did I ask you to look at any devices
that I can view and access?
A. No, there was no reason to.
Q. And does anything about what happens on other devices or
anything else change what you found about on this device?
A. It does not.
Q. Okay. And if there are other devices out there that have
other information, you don't know about that, right, because
you -- we don't know what else -- what other devices are out
there to be seized; is that right?
A. Correct.
Q. So we are limited to the devices that have been provided;
is that right?
A. That's correct.
Q. You said something about a LNK file. Can you explain
what that is?
A. So it's a L-N-K, a .1nk. Just like a Word document might
be .doc or .docx, a .1nk is a shortcut file. So if you
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double-click on a shortcut file, it opens whatever that
shortcut file is designed to do. But the shortcut file is
actually generated after a person has already done the action
to create the shortcut. So, again, the action is first and
then the shortcut is generated.
Q. And is that what you were referring to on the exhibit
shown earlier?
A. Correct.
Q. So there was a shortcut to the Yahoo log-in, is that what
you were saying?
A. That's correct.

MS. WEBSTER: Okay. Your Honor, can I have one
second?

THE COURT: Certainly.

MS. WEBSTER: Your Honor, I am -- well, I need to --
I'm sorry. Can we approach or can we take up a matter outside
the presence of the jury?

THE COURT: Sure. Let's try to approach, if it might
be quick. That might save us some time.

(Bench conference commenced with the court reporter
present.)

MS. WEBSTER: Your Honor, in the pretrial motion you
had excluded his testimony about the statement made by Gena
Pyfrom-Foster, that she had access or that she was aware of

his password. I think the government has opened the door to
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that evidence coming in by suggesting that there was no
information in this case that would be relevant to the Apple
Continuity issue, that it just has no relevance.

That is -- that was the point of that statement. He
relied on it. I can lay a foundation that it is material,
that he relies on it in his expert testimony. And I think the
door has been opened at this point.

MS. CHAIKEN: Your Honor, he has -- he offered an
opinion that has no basis in the evidence that Apple
Continuity is a product that exists. I crossed him on it and
they're now trying to use the fact that I crossed him on an
opinion that was not based on any materials in this case to
say that I opened the door to admission of the hearsay
statement that was what they were trying to back-door in for
that opinion in the first place.

He didn't say anything about reviewing anything about
Apple Continuity. He just said it. I crossed him on it. It
didn't open the door to anything.

MS. WEBSTER: But the whole reason it was in the
report, which everyone knows, is because he had seen the
information because it was provided. And that was the basis
for asking him about it and opining about it. So at this
point, the government was aware of that as we took that up,
and so by saying that there's no basis in the case, there is a

basis in the case because the witness -- there's the interview
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where she says that she had the password.

MS. CHAIKEN: Your Honor, all she said in the
interview was that his regular password was player34. She
said nothing about having Apple Continuity. She said nothing
about using that password to 1og in to any Apple devices that
had his information on it, let alone an Apple device that has
Apple Continuity --

MS. WEBSTER: Every --

MS. CHAIKEN: -- on it. It has nothing to do -- it's
just an attempt to get rank hearsay in.

MS. WEBSTER: Which your --

MS. CHAIKEN: 1It's circular. There's no evidence
that -- there's no evidence that she had Apple Continuity or
that he had Apple Continuity. The only basis for that is the
hearsay statement that his password was player34, which is --

THE COURT: Ms. Webster, anything else?

MS. WEBSTER: That is the evidence. He had an iPhone
and Apple Continuity is on every device. And so she said I
had access to phone -- I had access to every -- to his phone
through this password.

And under 703 an expert can testify to hearsay if he
relied on it. Under 703 you can -- an expert can testify to
hearsay when he relies on it. And I can absolutely lay a
foundation that he would rely on that to make a conclusion.

THE COURT: Just Tike with the last one, I've got to
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get underneath this. I'm not going to do it real quick here
at the bench conference. I want to work through it and we'll
see if we can get it done this evening or not.

(Bench conference complete.)

THE COURT: Déja vu. Just like with the last one, we
were hoping to have a quickie over there and figure it out,
but we weren't able to. So I'm going to have to have you go
to the jury room. I'm cognizant of the hour, but I can't let
you leave yet this evening. I'm sorry. See you hopefully
shortly.

(The jury exited the courtroom at 4:59 p.m.)

THE COURT: If I can have the witness exit the
courtroom, please. Thank you.

(Witness excused from the courtroom.)

THE COURT: You can be seated. Give me a moment.

A1l right. Let me take a 1ook at the pretrial motion
and go back to the pretrial ruling. Which motion was that in?
I assume it's the government's motion in limine somewhere?

MS. CHAIKEN: It wasn't in the motion in 1limine, Your
Honor, because we didn't get the report until after the motion
in Timine deadline. So it was a stand-alone motion to -- it
was the motion to compel those scripts. And the second part
of that motion was the hearsay issue.

THE COURT: Okay. I'm just -- I was trying to pull

it up. I don't think that has a docket number.
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MS. CHAIKEN: Yeah, we need to get it.

MS. DURRETT: 829.

MS. CHAIKEN: 829? 1I'm not sure. I don't have the
docket pulled up. We'll pull it up.

THE COURT: If somebody could find that for me.

And my next question is going to be, what exactly was
my ruling?

MS. CHAIKEN: Your ruling excluded --

THE COURT: And we can go from there.

I mean, I know my ruling was to disallow it, but I'd
1ike to know what I said about disallowing it.

MS. WEBSTER: You said it was hearsay, Your Honor.
And it is Document 829.

THE COURT: A11 right. I have a copy of 829. Bear
with me.

A11 right. 1I've refreshed my memory about the
motion.

I guess, Ms. Webster, and you've already discussed
it at the bench conference, and Ms. Chaiken has already
responded, but I'm struggling to see how this changes things.

MS. WEBSTER: Because, Your Honor, when we
questioned -- or when I questioned Mr. Persinger about the --
about Apple Continuity, it's clear in the report that it is
based on the -- that it is based on the idea that

Ms. Pyfrom-Foster had access to his phone. Like, that 1is the
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reason that we had asked him about it. Or in -- and we know
that she said that she had his password at some point.

And so I had asked him, what would that do. What is
the purpose -- or, like, what would that allow her to access.
And so he made an opinion, based on this testimony, right,
accessing one device can give you access to another device,
especially if Apple Continuity is used or a person used the
same password for all devices.

And so then -- so I did not elicit any opinion about
the underlying facts, right, in accordance with the Court's
order. But then the government stood up and said there's no
basis in this case for concluding that Apple Continuity might
be relevant here.

But there is a basis in this case. It's just that we
haven't been allowed to present it. And so by saying there's
no basis in this case for concluding that it might apply here,
I think they opened the door. I think that it was admissible
under Rule 703 because the law is clear there's -- I can cite
to you United States v. Williams, 447 F.2d 1285. Experts can
rely on hearsay in forming their opinions.

THE COURT: That's never been in dispute. I mean,
that's just a general black letter principle, I think.

But go ahead.

MS. WEBSTER: So I can lay the foundation with

Mr. Persinger on the stand. I can say when you were making
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expert opinions about the Apple Continuity or the 1likelihood
that Apple Continuity is an issue, did you have information
from this case to make that -- to make an opinion about that.
And we have information in this case to make an opinion about
that and we had kept it out -- or the Court had kept it out.
And now the Court -- the government stood up and said there's
no evidence in this case about it. But there 1is evidence in
this case about it. And so we should be able to present that
to the jury at this point.

Because now -- if they had stood up and not said
anything, right, to suggest that there was no evidence that
would support it, then that would be one thing. But they
didn't just not talk about that, they said there is no
evidence when that's not true.

THE COURT: Ms. Chaiken?

MS. CHAIKEN: Your Honor, this is exactly the type of
evidence that Rule 703 is designed to preclude. The statement
at issue here is a fleeting statement by Gena Pyfrom that
Teldrin Foster's regular password was player34. She never
said she logged into an iCloud account, an Apple device, a
phone, an iPad, anything that even has Apple Continuity on it.

So the idea that there's evidence we're trying to
keep the jury from hearing that's somehow relevant to this
opinion is baseless. But Rule 703 has basically three

premises before hearsay can be put before the jury.
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Number one, the expert must base their opinion on
facts or data in the case the expert has been made aware of or
personally observed. He has not offered an opinion that
anyone had Apple Continuity, that anyone was using Apple
Continuity, that there was Apple Continuity on any of Teldrin
Foster's devices, that Apple Continuity was active and was
being used such that his accounts were on multiple places.

A11 he has done is opine that Apple Continuity is a
feature that exists. And that was in his report before we
moved to exclude it. He did not offer an opinion that Apple
Continuity was something that Gena Pyfrom used on Teldrin
Foster's accounts.

The second part is that the opinion can be admitted
if the experts in the particular field would reasonably rely
on those kinds of facts or data in forming an opinion on the
subject. And Mr. Persinger has testified repeatedly that what
he 1ooks at is the data on the device. He didn't testify that
any of his opinions in this case were formed based on what
anybody said about who was using the device. In fact, he said
even based on the fact that it was seized from Darrell
Thomas's house, he can't say that it was Darrell Thomas
because he's just looking at the data.

And a statement by someone who has now been convicted
of fraud to a 1aw enforcement officer in an interview about

whether or not they have someone's password is not the type of
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evidence that a forensic expert relies on in forming opinions
about what may or may not exist on a device that he is
forensically analyzing.

The third part is that a -- the -- if the facts or
data would otherwise be inadmissible, which I think here we
all agree they would be, because it is hearsay, the proponent
of the opinion may disclose them to the jury only if their
probative value in helping the jury evaluate the opinion
substantially outweighs their prejudicial effect.

And here the jury can evaluate Mr. Persinger's
opinion about what Apple Continuity is and how it works
without knowing what Gena Pyfrom-Foster said about the
password. The only reason why they want the jury to hear that
statement is because they don't have any evidence that there
was Apple Continuity operating across any devices. And
it's -- so that's not satisfied either.

And there's obviously a significant prejudicial
effect because Gena Pyfrom-Foster is not here. We can't
cross-examine her. She made a fleeting statement. We have no
idea what she meant, what she was talking about or even if she
was telling the truth.

THE COURT: Al11 right. I agree with the government's
argument. I don't see any reason to change my earlier ruling.

Anything else, Ms. Webster, before we bring the

witness back in, back to the stand, and the jury back in?
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MS. WEBSTER: No, Your Honor.

THE COURT: A11 right. Thank you.

Let's do that, Officer, please. Grab the jury for
us. And if someone could grab the witness. Thank you.

MR. MARSHALL: Your Honor, I just have a quick, 1like,
administrative thing. Ms. Jackson had an issue with, when she
got close to 6:00 last night --

THE COURT: Yes. We'll make sure we get a CSO to
assist her this evening.

MR. MARSHALL: Okay.

THE COURT: Off the record.

(Off-the-record discussion.)

(Witness recalled to the stand.)

MS. WEBSTER: I have no further questions, for the
record.

THE COURT: Sir, they might be a minute or two if you
want to just sit and wait. Thank you. Y'all can.

(The jury entered the courtroom at 5:11 p.m.)

THE COURT: A11 right. Y'all can be seated. Thank
you.

MS. WEBSTER: I actually do have two more questions,
Your Honor. 1I'm sorry.

THE COURT: Go ahead, Ms. Webster.

BY MS. WEBSTER:

Q. Mr. Persinger, to your knowledge, is an iCloud account
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generally associated with an Apple device?
A. It is.
Q. And how common is -- of a feature is Apple Continuity on

Apple devices?

A. Well, it's becoming more and more common.
Q Increasingly common?
A. Yes.
Q. Is it in the majority of Apple devices?
A Yes.
MS. WEBSTER: No further questions, Your Honor.
THE COURT: Any recross?
MS. CHAIKEN: No, Your Honor. Thank you.
THE COURT: Mr. Marshall?
MR. MARSHALL: No, Your Honor.
THE COURT: A11 right. Sir, you can step down.
Thank you.

(Witness excused.)

THE COURT: A11 right, Counsel. I know, you know, we
started off midmorning when I explained to the jury that we
had some short witnesses and then one witness we were going to
take out of order as well, just some scheduling issues.

Have we now exhausted all of those persons, all of
those witnesses?

MS. CHAIKEN: Yes, Your Honor. We're back to Agent

Stites.
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MS. WEBSTER: I think so, yes.

THE COURT: Okay. Al11 right. How far along are we
with Agent Stites?

MS. WEBSTER: I have a 1ot more, Your Honor.

THE COURT: I'm sorry?

MS. WEBSTER: I have a 1ot more.

THE COURT: Okay.

Ladies and gentlemen of the jury, it's not exactly a
democracy, but I just want to take your pulse. Are there any
of you that want to stick around here at 5:15 this evening and
hear more or would you rather just come back on Monday?

A11 right. No one's raising their hand to stick
around at 5:15 on Friday.

Ladies and gentlemen of the jury, we're concluding
our first week of this trial. We're moving on to the second
week.

Counsel, safe to say we're looking probably at a day
or two more of evidence versus four more days of evidence,
which might have been the earlier prognosis?

MS. CHAIKEN: Yes, Your Honor.

THE COURT: Okay.

So ladies and gentlemen of the jury, counsel had
informed me and I've just confirmed with them that we're
moving a little quicker than they had expected; therefore, it

might be that we're done with the evidence in this case the
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first part of next week. And then we'll, of course, hear
closing arguments and then you'll start your deliberations.

So things are moving a little bit more quickly, just
for your planning. That's not a promise of anything, but just
so you can kind of plan your lives based on the best available
information.

Thank you for being here. We will see you at 10:00
on Monday. You're reminded of your instructions for breaks,
including weekend breaks. Okay? Thank you.

(The jury exited the courtroom at 5:15 p.m.)

THE COURT: Y'all can be seated.

I've received Docket 912, the US's motion to admit
evidence of co-defendants' guilty pleas. When did we decide
the defense would be in a position to respond to that?

MS. WEBSTER: Your Honor, I think that you asked for
us to respond over the weekend, which we can certainly do. 1
just want to propose a solution, but I haven't had a chance to
talk to the government about it. I don't know if you want us
to talk about it now?

THE COURT: Do you need to do that on the record or
do you just want to talk with the government and then report
to me?

MS. WEBSTER: We can talk.

THE COURT: And I understand you want to do that now

so you know if you're going to need to respond or not. So why
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don't we just go off the record for a moment where y'all can
have that conversation.

(Off-the-record discussion.)

MS. CHAIKEN: I think we're making progress in our
discussions. And it sounds 1ike what we'd like to do is take
some time all to chew on it and talk about it. And by Sunday
at 10:00 Mr. Foster's counsel will either file a response or
we will notify the Court that we have an agreement, if the
Court is amenable to that timing.

THE COURT: That's fine.

MS. WEBSTER: Thank you, Your Honor.

THE COURT: Other than that issue, do we anticipate
anything else we'll need to discuss before we go on the record
with the witness at 10:00?

MS. CHAIKEN: No, Your Honor.

MS. WEBSTER: We have an issue that we would 1like to
talk about.

THE COURT: Well, I was asking if there were -- 1
guess I'm trying to get -- I'm trying to get the index of
issues, not necessarily talk about all the issues right now.
So other than that issue, which y'all know if that's an issue
or not, it sounds 1like, at 10:00 on Sunday, what other issues
are there? And I'm not entertaining talking about all of them
yet, I'd 1ike to at least know what the Tist is.

MS. WEBSTER: Okay. Excellent.
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So it also involves renewing a motion in limine that
we had filed. Yesterday when the government admitted evidence
about the money laundering count, which is the deposit into
the Pyfrom Exclusive Consulting account, the implication I
think was pretty clear that Teldrin Foster was ultimately
responsible for that.

But if you recall, at Ms. Pyfrom-Foster's sentencing
hearing, the government was very clear that she was
responsible for that deposit. Specifically there were
messages between her and Darrell Thomas about that deposit,
coordinating that deposit in the WhatsApp messages that
Mr. Foster didn't know about.

And so at this point I think that we are renewing our
motion to bring in the government's prior statements to show
that Ms. Pyfrom-Foster was responsible for that.

MS. CHAIKEN: My turn? Okay. Thanks, Your Honor.

Your Honor, at Ms. Pyfrom-Foster's sentencing
proceeding, Ms. Pyfrom-Foster had asserted, I can't remember
if it was in her letter or in her sentencing memorandum, that
the account that that money went into, the Pyfrom Exclusive
Consulting account, was opened as a result of identity theft
by Teldrin Foster. And she suggested that she knew nothing of
that account's existence. And we put in evidence to show the
Court that she opened the account and she knew that the

account was opened and she knew that the check was deposited
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into the account, so it was not identity theft by Mr. Foster.

That's a separate question from what that deposit was
for and who knew about it and who it went to. And Mr. Foster
admitted that in his interview, that that was a payment to him
that went through Gena Pyfrom-Foster's account because his
account got locked.

If Mr. Foster's counsel has a statement they've seen
that I made from Ms. Pyfrom-Foster's sentencing that that
payment was a payment to her that did not ultimately go to
Mr. Foster, I would 1like to see it. Maybe I'm forgetting it.
I've not reviewed that transcript.

But I know specifically that the reason why I
presented those materials to the Court was because she had
alleged she was a victim of identity theft and I was rebutting
that assertion from her, that she was a victim of identity
theft who knew nothing. And that, of course, went to the
3553 (a) arguments related to her credibility.

And I don't think that the case 1aw in the Second
Circuit, which the -- which Ms. Webster has cited in her
brief, which sets out a test that the Eleventh Circuit has not
adopted, but even if it had adopted that test, I don't think
that test is satisfied here because there has to be an actual
fundamental inconsistency where two things cannot be true.

THE COURT: Ms. Webster, anything else? I guess now

we've gotten more than just the headlines.
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MS. WEBSTER: I was about to say, I thought we
weren't supposed to be discussing it at this point.

I, you know, would 1ike to have the opportunity to
present the -- more from the actual sentencing transcript and
the government's sentencing memo, but the -- I think they were
very clear at that sentencing hearing that she set up that
account for this purpose and communicated with Darrell Thomas
about receiving this specific deposit. And leaving the jury
with the instruction that that -- or with the implication that
did not happen 1is highly inconsistent with its prior
positions. I think it's a due process issue. And I think
that it 1is appropriate at this point to renew our motion in
Timine.

And I will note that another court in this courthouse
has done something very similar in a very similar situation,
which was in our reply about our motion in Tlimine.

THE COURT: Okay. Well, based on what you've stated
at least here this evening, I don't see any reason to amend my
earlier ruling, but you mentioned you wanted to show me more
specifics and I'd be happy to 1ook at more specifics. Send
that over the weekend or we can address it Monday morning.

Given that we may have at least the motion to admit
the evidence of the guilty pleas to discuss Monday, why don't
we all plan to be here at 9:30. Okay.

Anything else from either side?
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MS. CHAIKEN: I'm just wondering, Your Honor, with
Juror 14, 1is he -- he's going to be back at 10:00 a.m. and
he's with us or --

THE COURT: Yes.

MS. CHAIKEN: Okay.

THE COURT: The procedure seems to be -- I think
Ms. Lee, he -- Sunday. And that it turns out Baby Reid goes
to school, so it's not as if he's going to be at the house
with his, perhaps, hopefully newly pregnant mother who can't
1ift him up, but instead he goes to school. So he's going to
drop him off at school and be here by 10:00.

MS. CHAIKEN: Perfect.

THE COURT: Who knew? I feel 1ike I haven't gotten
full information several times in that ordeal, but we
certainly all wish Juror 14 and his wife a big weekend.

Okay. Anything else?

(No response.)

THE COURT: No? Al11 right. Y'all have a great
weekend. Take care. Get some rest.

(After a recess at 5:30 p.m., the proceedings were

continued as follows on February 12, 2024.)
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